
REPORT CONCERNING SPACE 
DATA SYSTEM STANDARDS 

1J 89-7 0 12 9 ( h b S B - X & l - l 0 1 1 b 9 )  SPACE S T A T A C E :  APPLICATION 
L E  CCSCS R k C O t ! M E N I A S I C N S  FOB E P A C E  DATA 
SIS%fiil  S T A N C A L D Z  1 C  THE S P A C E  S I A T I Q N  
i b Y O B 4 A 9 A C N  S X 5 X E f l  (SSIS) A H C t l l E C L U H E  U n c l a s  
( h A S A )  56 F 00/10 0149338 

W A G E  STATION: 
APPLICATION OF CCSDS 

RECOMMENDATIONS FOR SPACE 
DATA SYSTEM STANDARDS TO THE 

SPACE STATION INFORMATION 
SYSTEM (SSIS) ARCHITECTURE 

"GREEN BOOK" 

OCTOBER 1985 
ISSUE - 1 



. 

REPORT CONCERNING SPACE 
DATA SYSTEM STANDARDS 

SPACE STATION: 
APPLICATION OF CCSDS 

RECOMMENDATIONS FOR SPACE 
DATA SYSTEM STANDARDS TO THE 

SPACE STATION INFORMATION 
SYSTEM (SSIS) ARCHITECTURE 

"GREEN BOOK" 

OCTOBER 1985 
ISSUE - 1 



SPACE STATION: APPLICATION OF CCSDS RECOHHENDATIONS 

FOREWORD AND EXECUTIVE SUHHARY 

A s  t h e  " s p a c e  f r o n t i e r "  of twenty  y e a r s  ago  h a s  e v o l v e d  i n t o  t h e  
"space workplace" of today, the s o p h i s t i c a t i o n  of t h e  mis s ions  and 
i n v e s t i g a t i o n s  has  r ap id ly  increased. This  has  been accompanied by 
a n  e x p l o s i o n  i n  t h e  a p p e t i t e  of u se r s  f o r  d a t a  t r a n s m i s s i o n  
c a p a c i t y :  i n  t h e  Space  S t a t i o n  e r a  w e  a r e  p o t e n t i a l l y  f a c e d  w i t h  
d a i l y  requi rements  f o r  moving the  d i g i t a l  equ iva len t  of t h e  e n t i r e  
U S  L ib ra ry  of Congress between t h e  s p a c e c r a f t  and t h e  ground! 

U n f o r t u n a t e l y  o u r  t e c h n i c a l  and f i s c a l  a b i l i t y  t o  deal  w i t h  these  
s t a g g e r i n g  q u a n t i t i e s  of data  h a s  no t  kept pace w i t h  t h e  challenge. 
I n  r e c e n t  y e a r s  i n c r e a s i n g l y  u r g e n t  user demands have been  v o i c e d  
f o r  better space data system se rv ice  and responsiveness.  The Space 
S t a t i o n  may be o u r  l a s t  chance  b e f o r e  w e  drown i n  data. 

I n  r e s p o n s e  t o  t h i s  l o o m i n g  problem, new high-per f  ormance da ta  
system archi tectures  have been developed which o f f e r  s o l u t i o n s  t h a t  
are ach ievab le  using e x i s t i n g  technology. The co rne r s tone  of t h e s e  
a r c h i t e c t u r e s  i s  t h e  concept of s t a n d a r d i z a t i o n  of t he  data handl ing  
i n t e r f a c e s  and p r o t o c o l s  wh ich  ope ra t e  w i t h i n  t h e  system. A Space 
S t a t i o n  I n f o r m a t i o n  S y s t e m  based  o n  t h e s e  s t a n d a r d s  c a n  be 
economical ly  b u i l t  which  i s  t o t a l l y  i n s e n s i t i v e  t o  t h e  conten t ,  m i x  
and r a t e  of t h e  user d a t a  which f l o w  though it. By v i r t u e  of t h e  
high degree of automation o f fe red  by s t a n d a r d i z a t i o n ,  it can a l s o  be 
o p e r a t e d  e f f i c i e n t l y  and cheaply. 

NASA and  ESA began t h e  c o o p e r a t i v e  deve lopmen t  of t h e s e  new d a t a  
system s t anda rds  i n  1980. Recognizing t h e  importance of t h i s  w o r k ,  
t h e  C o n s u l t a t i v e  Committee f o r  Space Data Systems (CCSDS) was formed 
i n  1982 and  s e v e n t e e n  o t h e r  a g e n c i e s  f rom a round  t h e  w o r l d  began 
a c t i v e  c o l l a b o r a t i o n  i n  t h e  design of s tandards  covering t e l eme t ry ,  
t e lecommand,  t i m e c o d e s  and  message f o r m a t s .  S i n c e  t h e n  m a j o r  
i n t e r n a t i o n a l  t echn ica l  agreements have been reached which recommend 
i n t e r o p e r a b l e ,  s t a n d a r d  ways of f l o w i n g  d a t a  t h r o u g h  space d a t a  
s y s t e m s .  A l l  of t h e  i n t e r n a t i o n a l  p a r t n e r s  i n  t h e  Space  S t a t i o n  
program have been p a r t i e s  t o  these agreements. 

T h i s  r e p o r t ,  which h a s  been w r i t t e n  by t h e  Space S t a t i o n  Adv i so ry  
Group of t h e  CCSDS, de sc r ibes  a n  end-to-end S p a c e  S t a t i o n  Data 
System a r c h i t e c t u r e  t h a t  is f u l l y  based on t h e  new i n t e r n a t i o n a l l y -  
recommended s p a c e  d a t a  h a n d l i n g  s t a n d a r d s .  The  a r c h i t e c t u r e  i s  
based on s i m p l e ,  modular  b u i l d i n g  b l o c k s  wh ich  a r e  r e c u r s i v e l y  
r e p l i c a t e d  and l i n k e d  t o  cons t ruc t  v i r t u a l l y  any d e s i r e d  data system 
conf igu ra t ion :  CCSDS s tandards provide t h e  mortar  which holds  t h e  
b u i l d i n g  b locks  toge ther .  

T h e  s y s t e m  a r c h i t e c t u r e  i s  deve loped  w i t h i n  t h i s  r e p o r t  f rom top-  
l e v e l  requi rements  and p r i n c i p l e s  a l l  t h e  way through t o  a d e t a i l e d  
f u n c t i o n a l  d e s i g n  w h i c h  d e m o n s t r a t e s  t h e  f e a s i b i l i t y  of i t s  
implementation. T h i s  f u n c t i o n a l  des ign  i s  o f f e r e d  a s  a "strawman" 
from which de ta i led  design ana lyses  may be performed by t h e  agencies  
and c o n t r a c t o r s  p a r t i c i p a t i n g  i n  t h e  Space S t a t i o n  program. 
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AUTHORITY AND STATEHWT OF INTENT 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  
* * 
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T h i s  r e p o r t  h a s  been p r e p a r e d  by t h e  S p a c e  S t a t i o n  Adv i so ry  Group 
( S S A G ) ,  an  a c t i v i t y  of t h e  C o n s u l t a t i v e  Commit tee  f o r  Space  Data 
Systems (CCSDS).  

A d e t a i l e d  d e s c r i p t i o n  of t h e  CCSDS is  c o n t a i n e d  i n  R e f e r e n c e  [l], 
and  a summary ove rv iew of t h e  s t r u c t u r e  a n d  p r o d u c t s  of t h e  
Commit tee  i s  shown i n  Figure-1.  T h e  CCSDS i s  a p u r e l y  v o l u n t a r y  
o r g a n i z a t i o n ,  ded ica t ed  t o  t h e  g o a l  of d e v e l o p i n g  recommended, 
i n t e r n a t i o n a l l y - a g r e e d  standard t echn iques  f o r  space miss ion  da ta  
exchange.  I t  i s  s u p p o r t e d  by v i r t u a l l y  e v e r y  s p a c e  agency  i n  t h e  
f r e e  wor ld ,  d i v i d e d  a c c o r d i n g  t o  i n t e r e s t  i n t o  "Members" and  
"Observers". It  i s  organized i n t o  f o u r  t e c h n i c a l  Panels,  s t a f f e d  by 
e x p e r t s  n o m i n a t e d  by e a c h  Agency, t h e  p r o d u c t s  of which  a r e  
c o n s e n s u s  t e c h n i c a l  "Recommendations" f o r  s p a c e  m i s s i o n  d a t a  
h a n d l i n g  s t a n d a r d s .  A c u r r e n t  l i s t  of CCSDS Recommendations i s  
c o n t a i n e d  i n  References [ 2 ]  th rough [ 9 ] .  Recommendations a r e  n o t  
b i n d i n g  on any Agency u n t i l  they have  been t r a n s f o r m e d  i n t o  l o c a l  
"Standards" by t h a t  Agency. 

The Space S t a t i o n  Advisory Group was created as  a n  ad-hoc a c t i v i t y  
of t h e  CCSDS f o r  t h e  purpose of i d e n t i f y i n g  how i t s  Recommendations 
may be a p p l i e d  t o  t h e  d e s i g n  of  t h e  d a t a  s y s t e m  f o r  t h e  
i n t e r n a t i o n a l  Space S t a t i o n  Program. Th i s  Report, which r e p r e s e n t s  
t h e  consensus t e c h n i c a l  agreement of t h e  e x p e r t  members of t h e  Space 
S t a t i o n  Advisory Group, i s  intended t o  demonstrate  t h e  f e a s i b i l i t y  
of d e s i g n i n g  a Space  S t a t i o n  I n f o r m a t i o n  System which i s  f u l l y  
c o m p a t i b l e  w i t h  t h e  CCSDS Recommendations. I t  i s  o f f e r e d  t o  t h e  
i n t e r n a t i o n a l  Space S t a t i o n  Program by t h e  CCSDS i n  an  a d v i s o r y  
capac i ty .  

For f u r t h e r  i n f o r m a t i o n  c o n c e r n i n g  any a s p e c t s  of t h i s  Repor t ,  or 
f o r  c o p i e s  of t h e  CCSDS Recommendations,  a l i s t  of c o n t a c t  p o i n t s  
w i t h i n  each of t h e  p a r t n e r  Agencies  p a r t i c i p a t i n g  i n  t h e  Space 
S t a t i o n  Phase-B s t u d i e s  i s  provided i n  Table-1. 
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1.1 PURPOSE 

The purpose of this Report is t o  propose a f u n c t i o n a l  des ign  for  the 
data t r a n s p o r t  f a c i l i t i e s  and s e r v i c e s  t h a t  are  embedded w i t h i n  t h e  
Space S t a t i o n  Informat ion  System, and t o  show how this des ign  may be 
based upon a menu of m i  s s i o n - i n d e p e n d e n t  d a t a  h a n d l i n g  t e c h n i q u e s  
which are f u l l y  compat ib le  w i t h  the CCSDS Recommendations for  space 
data  systems s t anda rds  (References 21 through [ 91 1. 

1.2 SCOPE 

T h i s  r e p o r t  addresses  t h e  b i d i r e c t i o n a l  end-to-end f l o w  of data  
between user i n v e s t i g a t i o n s  which are d i s t r i b u t e d  throughout a l l  on- 
o r b i t  e l e m e n t s  of t h e  Space S t a t i o n  Program, and  t h e i r  a s soc ia t ed  
user a n a l y s i s  processes  which a re  d i s t r i b u t e d  throughout the  ground 
and space systems. 

T h e  c u r r e n t  NASA Phase-B c o n t r a c t o r  d a t a  m a n a g e m e n t  s y s t e m  
a r c h i t e c t u r e s  (References [ l o 1  and [ 1 1 1 )  are assumed as  a b a s e l i n e  
f o r  t h i s  Report .  These a r c h i t e c t u r e s  a r e  b l e n d e d  w i t h i n  t h i s  
document  i n t o  a common f u n c t i o n a l  d e s i g n  wh ich  uses s t a n d a r d  da t a  
handl ing  t echn iques  based f u l l y  on the  CCSDS Recommendations. 

1.3 APPLICABILITY 

T h e  S p a c e  S t a t i o n  Data System (SSDS) c o n s i s t s  of a l l  of t h e  
f a c i l i t i e s  and systems which t r anspor t  data  between t h e  user "ends" 
of the Space S t a t i o n  Information System (SSIS). The o r i e n t a t i o n  of 
t h e  SSDS w i t h i n  t h e  SSIS i s  shown i n  Figure-2.  The p r i n c i p a l  
d i f f e r e n c e  be tween  t h e  SSIS and t h e  SSDS is  t h a t  t h e  SSIS c o n t a i n s  
t h e  users and the i r  i n v e s t i g a t i o n s  (Le. i t s  product  i s  i n f o r m a t i o n  
and  i n c r e a s e d  human knowledge) , whereas t h e  SSDS p r o v i d e s  data 
communica t ion  be tween  these  user e n d s  (Le. i t s  p r o d u c t  i s  o n l y  
inan ima te  data). The SSDS may be thought  of as a "telephone system" 
w h i c h  e x i s t s  t o  s e r v i c e  t h e  communica t ions  n e e d s  of users  i n  t h e  
conduct of their  inves t iga t ions :  there is only one SSDS, but a n e w  
SSIS is created each t i m e  a user i n t e r a c t s  w i t h  t h e  system. 

T h i s  Report proposes a standard, user-independent archi tecture  for 
the  data  systems w h i c h  t r anspor t  data b i d i r e c t i o n a l l y  between t h e  
ends of the SSIS. I t  does NOT attempt t o  l evy  requirements  on t h e  
i n t e r n a l  data process ing  or a n a l y s i s  a c t i v i t i e s  of t h e  user, s i n c e  
these a r e  unique  t o  each a p p l i c a t i o n .  The e s s e n c e  of t h e  SSDS 
concept p re sen ted  h e r e i n  i s  t o  o u t l i n e  an  archi tecture  f o r  a user- 
t r a n s p a r e n t  data t r a n s p o r t  system, which  i s  completely independent 
of t h e  c h a r a c t e r i s t i c s  of t he  user data t h a t  a r e  being t r anspor t ed ,  
and  w h i c h  h a s  t o t a l  f l e x i b i l i t y  t o  accomoda te  m i s s i o n - i n d u c e d  
changes i n  data t ra f f ic .  
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Ma] o r  p h y s i c a l  e l e m e n t s  of t h e  SSDS, w h i c h  a r e  d i s t r i b u t e d  
t h r o u g h o u t  a l l  e l e m e n t s  of t h e  Space  S t a t i o n  program, i n c l u d e  t h e  
f 011 owing : 

o On-orbit L o c a l  Area Networks (LANs). 

o I n t e r f a c e s  between the  onboard LANs and t h e  payload/subsystems 
of t h e  Space S t a t i o n ,  or between t h e  LANs and f l i g h t  crew users. 

o Telemetry and Telecommand data handl ing  t e r m i n i  on t h e  v a r i o u s  
f l i g h t  elements of the Space S t a t i o n  c o n s t e l l a t i o n .  

o Space-to-ground, ground-to-space, and space-to-space data l i n k s .  

o Ground m i s s i o n  s u p p o r t  f a c i l i t i e s  c o n t a i n i n g  T e l e m e t r y  and 
Telecommand d a t a  handl ing t e r m i n i  and pre-processing serv ices .  

o Local or wide area data d i s t r i b u t i o n  networks w i t h i n  t h e  ground 
system which in t e rconnec t  users w i t h  miss ion  suppor t  f a c i l i t i e s ,  
data archives, and w i t h  each o t h e r ' s  data process ing  f ac i l i t i e s .  

1 . 4  ORGANIZATION OF THIS REPORT 

T h i s  Report  i s  organized i n t o  f o u r  p r i n c i p a l  s e c t i o n s :  

- I d e n t i f i c a t i o n  of key requi rements  t h a t  i n f l u e n c e  the  des ign  of 
t h e  SSDS ( S e c t i o n  2 ) .  

- Syn thes i s  of a system a r c h i t e c t u r e  for t h e  SSDS which is  based 
on e x i s t i n g  Space  S t a t i o n  Phase-B c o n t r a c t o r  s t u d i e s  and  
o r g a n i z e d  t o  e x p l o i t  s t a n d a r d  CCSDS da t a  h a n d l i n g  t e c h n i q u e s  
( S e c t i o n  3). 

- D e f i n i t i o n  of a f u n c t i o n a l  d e s i g n  c o n f i g u r a t i o n  f o r  t h e  SSDS, 
and d e s c r i p t i o n  of i t s  major e lements  (Sec t ion  4).  

- A s s e s s m e n t  of open i s sues  ( S e c t i o n  5 ) .  
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The SSDS m u s t  be designed, implemented and ope ra t ed  a f f o r d a b l y  i n  an 
environment of a lmost  cons tan t  change. Some of t h e  assumed des ign  
d r i v e r s  imposed by i t s  env i ronmen t  w i t h i n  t h e  SSIS a re  l i s t e d  i n  
S e c t i o n  2.1. The r e s u l t i n g  architectural  character is t ics  are  l i s t e d  
i n  S e c t i o n  2.2. 

2.1 ASSUMED SSIS DESIGN DRIVERS 

A. TECHNOLOGY AND USER REQUIREHENTS WILL GROW AND EVOLVE 

A key a r c h i t e c t u r a l  d r i v e r  for the SSDS is imposed by its p ro jec t ed  
l i f e c y c l e ,  which p a i n t s  a p i c t u r e  of a very complex, dynamic system 
t h a t  m u s t  accomodate  g rowth  and e v o l u t i o n  of b o t h  t e c h n o l o g y  and 
user requirements.  

A t  b i r t h  t h e  performance requirements  imposed on t h e  SSDS w i l l  push 
d a t a  h a n d l i n g  t e c h n o l o g y  t o  t h e  l i m i t ,  and  much of t h e  s y s t e m  
c o n t r o l  w i l l  p r o b a b l y  be pe r fo rmed  f rom t h e  ground. Dur ing  t h e  
growing y e a r s  i t s  data handling capabi l i t i es  m u s t  evolve t o  suppor t  
a matur ing  Space S t a t i o n  f a c i l i t y  which carr ies  an  i n c r e a s i n g  number 
of user  payloads w i t h  i n s a t i a b l e  a p p e t i t e  f o r  da t a  t ransmiss ion ,  y e t  
i t s  t e c h n o l o g y  w i l l  be r a p i d l y  o u t d a t e d  u n l e s s  t h e  sys t em is  
designed t o  accommodate change. A s  t h e  SSDS matures,  Space S t a t i o n  
o p e r a t i o n s  w i l l  become more and more i n d e p e n d e n t ,  and  i t s  data  
communications and process ing  c a p a b i l i t i e s  w i l l  need t o  expand i n  a 
c o n t r o l l e d ,  e v o l u t i o n a r y  f a s h i o n  t o  s u p p o r t  t h i s  g rowth  and 
mig ra t ion  of autonomy. 

T h i s  evolu t ionary ,  changing na ture  of t h e  system w i l l  require that  
t h e  SSDS is  b u i l t  around a h igh  degree of archi tectural  modular i ty  
and s t ruc ture .  

B. THE SPACE STATION WILL BE A DISTRIBUTED SYSTEH SUPPORTING A 
GLOBAL NETWORK O F  INTERNATIONAL S C I E N C E ,  TECHNOLOGY AND 
COMHERCIAL USERS 

Once t h e  Space S t a t i o n  data stream i s  c a p t u r e d  on t h e  ground, it 
w i l l  be d i s t r i b u t e d  t o  a c o n f e d e r a t i o n  of r e m o t e l y  l o c a t e d  d a t a  
p r o c e s s i n g  a n d  a r c h i v i n g  f a c i l i t i e s ,  many of w h i c h  w i l l  be 
in t e rconnec ted  by p r i v a t e  (e.g. N A S C O M )  or shared pub l i c  (e.g. X.25- 
based) communications networks. 

These f a c i l i t i e s  w i l l  be d i s t r i b u t e d  world-wide, and w i l l  provide 
s p e c i a l i z e d  d a t a  h a n d l i n g ,  p r o c e s s i n g  and  a r c h i v a l  s e r v i c e s  i n  
s u p p o r t  of a l a r g e  and a s  y e t  unde f ined  f u t u r e  community of users:  
i n t e r n a t i o n a l  and domestic; government and p r i v a t e ;  working i n  t h e  
f i e l d s  of commerce, s c i e n c e  and t echno logy .  The  b read th  and 
d i v e r s i t y  of the  user community w i l l  require t h a t  t h e  SSDS features  
a comprehensive menu of data format  and p ro toco l  s tandards  f o r  the 
i n t e r c h a n g e  of user  a p p l i c a t i o n  d a t a .  T h e s e  a p p l i c a t i o n - o r i e n t e d  
s t a n d a r d s  a r e  e s s e n t i a l  t o  f a c i l i t a t e  t h e  e a r l y  deve lopmen t  of a 
d y n a m i c a l l y  a d a p t i v e ,  d i s t r i b u t e d  SSDS t h a t  can s u s t a i n  p l a n n e d  
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evolut ion.  The ma jo r i ty  of t hese  users w i l l  also require t h a t  t h e  
SSDS p r o v i d e s  r o u t i n e  data  h a n d l i n g  s e r v i c e s  such  as  a c c o u n t i n g ,  
merging ,  a n c i l l a r y  da t a  p r o c e s s i n g  and t e m p o r a r y  s t o r a g e  a n d  
r e t r i e v a l  c a p a b i l i t y .  Some users  w i l l  r e q u i r e  t h e  c a p a b i l i t y  t o  
m a k e  t h e i r  d a t a  p r i v a t e  s o  t h a t  t h e y  a r e  u n i n t e l l i g i b l e  t o  
eavesdroppers.  

C. THE SSDS MUST INTERFACE "INTEROPERABLY' WITB DATA STR"!j FROH 
MANY DIFFERENT SOURCES 

The i n - o r b i t  manned Space S t a t i o n  w i l l  be a major data genera t ion ,  
c o l l e c t i o n ,  and r o u t i n g  f a c i l i t y .  Data f rom t h e  manned S t a t i o n  
i t s e l f ,  p l u s  many d i f f e r e n t  e x t e r n a l  da ta  s t reams f rom t h e  f l i g h t  
c o n s t e l l a t i o n  of a t t a c h e d  p a y l o a d s ,  co -o rb i  t i n g  p l a t f o r m s ,  s p a c e  
f a c i l i t i e s  b e i n g  cons t ruc t ed  and independent f r e e - f l y i n g  s p a c e c r a f t  
(owned by NASA or o the r  agencies ,  e i ther  Ea r th -o rb i t i ng  or bound fo r  
Deepspace) must  a l l  be collected and merged by t h e  S t a t i o n ,  t hen  
r e l a y e d  t o  the ground sys t em,  p r i n c i p a l l y  v i a  t h e  TDRSS. 

Many independent f r e e - f l y e r s  which are only t r a n s i e n t l y  a s s o c i a t e d  
w i t h  t he  Space S t a t i o n  (perhaps f o r  s e r v i c i n g  and r e p a i r )  w i l l  also 
have  t h e  c a p a b i l i t y  t o  communicate  d i r e c t l y  w i t h  t h e i r  own ground 
s y s t e m s  v i a  d e d i c a t e d  l i n k s :  these s p a c e c r a f t  m u s t  be g i v e n  da ta  
handl ing  support  wi thout  i n c u r r i n g  major expendi tures  f o r  p ro toco l  
conve r s ion .  The i n t e r n a t i o n a l  e l e m e n t s  may have t h e i r  own d a t a  
r e l a y  s a t e l l i t e s  and  ground s u p p o r t  n e t w o r k s  wh ich  can  p r o v i d e  
v a l u a b l e  backup data  p a t h s  f o r  m o n i t o r  and  c o n t r o l .  The T D R S S  
ground s t a t i o n  w i l l  have t o  s imul taneous ly  handle u l t r a -h igh - ra t e  
da t a  streams from t h e  Space S t a t i o n  and p la t forms ,  p l u s  o t h e r  d a t a  
s t r e a m s  f rom f r e e  f l y e r s ,  a l l  of w h i c h  m u s t  be r a p i d l y  s o r t e d a n d  
s w i t c h e d  t o  a v a r i e t y  of process ing  centers .  

Hand l ing  a l l  of t h e s e  da ta  i n t e r f a c e s  i n  a n  e c o n o m i c a l  way w i l l  
require t h a t  t h e  SSDS es tab l i sh  s t anda rd  f o r m a t s  and p r o t o c o l s  f o r  
p a s s i n g  user data  th rough  t h e  sys t em,  and t h a t  these s t a n d a r d s  be 
coord ina ted  widely w i t h i n  t h e  i n t e r n a t i o n a l  space community so t h a t  
maximum l e v e l s  of data system commonality and i n t e r o p e r a b i l i t y  can 
be a t t a i n e d .  Compounding t h e  problem of i n t e r o p e r a b i l i t y  i s  t h e  
requirement  t o  prevent  unauthorized users from i n t e r f e r i n g  w i t h  t h e  
ope ra t ion  of t h e  system. 

D, TBB SSDS HUST TRANSPORT A WIDE VARIETY OF DIFFERENT DATA TYPES 
AND RATES 

The SSDS w i l l  be r equ i r ed  t o  t r a n s p o r t  and d e l i v e r  a mix of d i g i t a l  
payload ,  e n g i n e e r i n g ,  a u d i o  a n d  v i d e o  da t a  -- e a c h  w i t h  i t s  own 
unique c h a r a c t e r i s t i c s  and requi rements  -- through t h e  b i d i r e c t i o n a l  
TDRSS l i n k s .  A broad  s p e c t r u m  of p e r f o r m a n c e  r e q u i r e m e n t s  w i l l  
e x i s t ,  f o r  example: 

a )  Operat ional  v ideo  and aud io  data need real t i m e ,  s e q u e n t i a l  data 
d e l i v e r y ,  b u t  a r e  t o l e r a n t  of data  e r r o r s  a n d  s h o r t  da t a  
outages.  
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S c i e n t i f i c  imag ing  da ta  can t o l e r a t e  d e l i v e r y  d e l a y s  b u t  n o t  
data outages. They are moderately t o l e r a n t  of data e r r o r s  when 
uncompressed, b u t  very  i n t o l e r a n t  when compressed. 

O t h e r  d i g i t a l  data  t y p e s  -- i n c l u d i n g  low a n d  m e d i u m  r a t e  
payload te lemet ry ,  engineer ing  and housekeeping date, a n c i l l a r y  
data, data base t r a n s f e r s ,  telecommand sequences, memory loads, 
a n d  t e x t  a n d  g r a p h i c s  -- e a c h  h a v e  d i f f e r i n g  a n d  o f t e n  
c o n f l i c t i n g  requirements  but m u s t  be mixed dur ing  t r a n s m i s s i o n  
th rough  space /g round  d a t a  l i n k s .  Some d a t a  t y p e s  ( s u c h  a s  
p r o g r a m s  and data  base t r a n s f e r s )  a r e  i n t o l e r a n t  of any d a t a  
e r r o r s  or o u t a g e s ,  w h i l e  o t h e r  d a t a  t y p e s  a r e  t o l e r a n t  of even  
t h e  poor est communi ca ti ons. 

Even i n  t h e  i n i t i a l  on-orbi t  conf igura t ion ,  t h e  SSDS downlink data 
s e r v i c e  w i l l  need t o  accommodate a c o m p o s i t e  d a t a  r a t e  t h a t  
p e r i o d i c a l l y  approaches (and even t r a n s i e n t l y  exceeds) t h e  p r e s e n t  
TDRSS l i m i t  of  300  Mb/s. T h e  SSDS u p l i n k  da t a  s e r v i c e  ( w h i c h  
i n c l u d e s  o p e r a t i o n a l  and r e c r e a t i o n a l  a u d i o  and  v i d e o )  w i l l  be 
maximally bounded by t h e  TDRSS c a p a b i l i t i e s  of 25 Mb/s. These SSDS 
data l i n k  s e r v i c e s  m u s t  t r a n s p a r e n t l y  suppor t  ins tan taneous ,  dynamic 
and a d a p t i v e  changes i n  t h e  m i x  and volume of user data which  flow 
through them. 

The wide d i v e r s i t y  of user data  requi rements  w i l l  r e q u i r e  t h a t  the 
SSDS p r o v i d e s  s e v e r a l  d i f f e r e n t  "classes" of s t a n d a r d  user da t a  
t r a n s p o r t  s e rv i ce ,  each d i sp lay ing  a wel l -def ined  q u a l i t y  of s e r v i c e  
which i n c l u d e s  clear s p e c i f i c a t i o n s  of data rate, e r r o r  rate, delay,  
s e q u e n t i a l i t y  and comple teness .  The SSDS w i l l  a l s o  p r o b a b l y  be 
r equ i r ed  t o  p r o v i d e  c e r t a i n  va lue -added  u t i l i t y  s e r v i c e s  f o r  user  
data streams such  as merging, so r t ing ,  s t o r a g e  and remote access. 

E. OPERATION OF TBE SSDS MUST BE FLEXIBLE AND EFFICIENT 

The SSDS d e s i g n  must  min imize  t h e  amount of manpower w h i c h  i s  
required t o  plan data a c q u i s i t i o n  and t ransmiss ion ,  t o  monitor  and 
c o n t r o l  its o p e r a t i o n a l  t r a n s f e r ,  and t o  r econf igu re  t h e  network i n  
r e s p o n s e  t o  c h a n g i n g  i n f l i g h t  data  g a t h e r i n g  s t r a t e g i e s .  P r e s e n t  
(e.g. S p a c e l a b )  m i s s i o n s  have  l i n k  c h a r a c t e r i s t i c s  -- d a t a  ra te ,  
modulat ion type, m u l t i p l e  formats,  etc. -- which change accord ing  t o  
t h e  con ten t  and m i x  of data being t r ansmi t t ed ,  r e q u i r i n g  t h a t  t h i c k  
books a r e  w r i t t e n  and  m a i n t a i n e d  ( e a c h  consuming h u n d r e d s  of 
m a n h o u r s  of  e n g i n e e r i n g  t i m e )  t o  d e s c r i b e  t h e  u n i q u e  d a t a  
c o n f i g u r a t i o n s  f o r  l i t e r a l l y  every m i n u t e  of a seven day f l i g h t .  I n  
t h e  Space S t a t i o n  e r a  t h i s  k i n d  of o p e r a t i o n a l  c o m p l e x i t y  w i l l  be 
imposs ib le  t o  afford. The data  t r a n s f e r  systems m u s t  be completely 
t r a n s p a r e n t  t o  t h e  conten t  and type of i n t eg ra t ed  d i g i t a l  data which  
are be ing  t r a n s m i t t e d  through them, a l lowing  r ap id  r e c o n f i g u r a t i o n  
of co re  and payload da ta  a c q u i s i t i o n  s t r a t e g i e s  "on t h e  fly". 
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F. TEE SSDS HUST BE COHPATIBLE WITB TDRSS 

A l l  Space S t a t i o n  d i g i t a l  da ta  t y p e s ,  each  w i t h  i t s  own s e r v i c e  
r e q u i r e m e n t s ,  must  be merged i n t o  a s i n g l e  stream t o  p a s s  t h r o u g h  
t h e  TDRSS uplink/downlink t r a n s m i s s i o n  path. T h i s  w i l l  require  t h a t  
a l l  d a t a  be t r a n s f e r r e d  d i g i t a l l y  t h r o u g h  t h e  s t a n d a r d  TDRSS 
c a p a b i l i t i e s .  T h e  TDRSS s e r v i c e s  i n c l u d e  u p l i n k  a n d  downl ink  
t r a n s m i s s i o n  on S-band a n d  K-band m u l t i p l e  and  s i n g l e  access 
channels. The 300 Mb/s K-band s i n g l e  access se rv ice ,  us ing  I and Q 
channels,  w i l l  provide the dominant downlink da ta  t r a n s p o r t  s e r v i c e  
f o r  user payloads. Some c r i t i ca l  co re  monitor and c o n t r o l  data may 
be carried sepa ra t e ly  on t h e  S-band channel. 

2.2 RESULTING SSDS ARCHITECTURAL CHARACTERISTICS 

Design  of t h e  SSDS i s  c l e a r l y  n o t  a r u n - o f - t h e - m i l l  d a t a  h a n d l i n g  
problem. NASA and t h e  i n t e r n a t i o n a l  space community m u s t  b u i l d  upon 
l e s s o n s  l e a r n e d  from p a s t  d e f i c i e n c i e s  wh ich  have c a u s e d  i n t e n s e  
user d i s s a t i s f a c t i o n  w i t h  s y s t e m s  t h a t  have  proven  t o  be v e r y  
d i f f i c u l t  and c o s t l y  t o  u s e ,  o p e r a t e  and  m a i n t a i n .  The Space 
S t a t i o n  Advisory Group p r o p o s e s  t h a t  t h r e e  i m p o r t a n t  e n g i n e e r i n g  
concepts  m u s t  be embedded i n  t h e  i n i t i a l  des ign  of SSDS t o  guarantee  
i t s  smooth i m p l e m e n t a t i o n  and e v o l u t i o n .  T h e s e  c o n c e p t s  are:  
l a y e r i n g  and modular i ty;  v i r t u a l  channe l i za t ion ;  and s t anda rd  data 
s t ruc tu res  and data autonomy. 

A. LAYERING AND HODULARITY 

The concept of l a y e r i n g  ("d iv id ing  and conquering") a l l o w s  a d ive r se  
and complex system t o  be broken up i n t o  easily-comprehended modules 
t h a t  res ide i n  c lear  a r c h i t e c t u r a l  s t r a t a .  W i t h i n  t h e  s t r a t a  ( o r  
l a y e r s ) ,  s i m i l a r  data handl ing f u n c t i o n s  t a l k  t o  each o the r  us ing  
wel l -def ined  s tandard  rules. By l a y e r i n g  t h e  SSDS, a design can be 
created which :  

Is understandable  by a wide range of users and implementers. 
Can modularly expand or c o n t r a c t  t o  accommodate changing user o r  
technol  og ica l  requirements. 
Can be tested i n  a modular fashion,  by maximizing t h e  f u n c t i o n a l  
independence  be tween p r o c e s s e s  r e s i d i n g  i n  d i f f e r e n t  s y s t e m  
1 ay e r s . 
D i s p l a y s  s i m p l e ,  w e l l - d e f i n e d  s y s t e m  i n t e r f a c e s  t h a t  a r e  n o t  
cons t an t ly  changing. 
Can adapt ive ly  respond t o  dynamic miss ion  events. 
F a c i l i t a t e s  modular,  r e c u r s i v e  u s e  of r e p l i c a t e d  h a r d w a r e  a n d  
s o f t w a r e  e l e m e n t s  t o  l o w e r  sys t em deve lopmen t  and  o p e r a t i o n  
costs. 
Avoids t h e  need f o r  quantum jumps i n  technology development by 
p e r m i t t i n g  complex t a s k s  t o  be broken i n t o  p i e c e s  which can be 
handl ed by e x i  st i ng state- of - the- ar t technol  ogi cal c a p  b i l  i ti es 
( e g .  p a r a l l e l  p rocess ing  of very high rate data streams). 
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B. VIRTUAL CHANNELIXATION 

The SSDS m u s t  t r a n s p o r t  huge q u a n t i t i e s  of m u l t i - s o u r c e  da ta  a t  
e x t r a o r d i n a r i l y  h igh  d a t a  r a t e s  t h rough  t h e  bandw i d t h - c o n s  t r a i  ned 
TDRSS s e r i a l  data  c h a n n e l s  t h a t  i n t e r c o n n e c t  t h e  s p a c e  and  ground 
sys t ems .  Hand l ing  a n d  p r o c e s s i n g  s e r i a l  da t a  streams a t  r a t e s  
a p p r o a c h i n g  300  Mb/s p o s e s  s e v e r e  t e c h n o l o g i c a l  c h a l l e n g e .  

A concept known as  " V i r t u a l  Channel izat ion" allows a phys ica l  s e r i a l  
data channel t o  be l o g i c a l l y  d iv ided  i n t o  many v i r t u a l  ( appa ren t ly  
para l le l )  data paths, Applicat ion of t h i s  technique t o  t h e  SSDS i s  
v i t a l ,  s i n c e  i t  a l lows  t h e  h i g h  r a t e  s e r i a l  data  stream t o  be 
immediately s p l i t  and routed t o  many independent p a r a l l e l  p r o c e s s o r s  
a t  t h e  ends of t h e  channe l ,  each o p e r a t i n g  a t  da t a  r a t e s  t h a t  a r e  
w e l l  w i t h i n  t h e  capabi l i t i es  of c u r r e n t  technology. 

C. STANDARD DATA STRUCTURES AND DATA AUTO#OHY 

The concept of s t anda rd iz ing  the formats and p ro toco l s  by which data 
are exchanged between d i s t r i b u t e d  e l emen t s  of t he  SSDS is c r i t i ca l  
t o  t h e  d e s i g n  of a t r a n s p a r e n t ,  h i g h l y  a u t o m a t e d ,  u s e r - f r i e n d l y  
system. 

A component of s t a n d a r d i z a t i o n  i s  t h e  c o n c e p t  of data autonomy. 
I n  order  f o r  t h e  SSDS t o  p r o v i d e  e f f i c i e n t ,  h igh  p e r f o r m a n c e  d a t a  
s e r v i c e s  t h a t  handle  a d ive r se  mix of data types  and requirements ,  
i t  m u s t  be d e s i g n e d  t o  be a d a p t i v e l y  "data dr iven".  Data autonomy -- encapsu la t ion  of v a r i a b l e  user data w i t h i n  s t anda rd ized  l abe l s  -- 
p r o v i d e s  t h e  f o u n d a t i o n  f o r  these a d a p t i v e  da ta  s e r v i c e s .  I t  i s  
achieved  w i t h i n  t h e  CCSDS Recommendations by having each data source 
(engineer ing  subsystem or user payload in s t rumen t )  e n c a p s u l a t e  i t s  
a p p l i c a t i o n  data messages i n t o  s t a n d a r d  "Source  P a c k e t s " .  These  
S o u r c e  P a c k e t s  have g l o b a l l y  i n t e r p r e t a b l e  l a b e l s  f rom w h i c h  t h e  
SSDS i n t e r f a c e  equipment can i d e n t i f y  the source and/or d e s t i n a t i o n ,  
end-to-end class of se rv ice ,  p r i o r i t i e s  and c o n d i t i o n s  for  de l ivery .  
T h e  l abe l s  c o n t a i n  i n f o r m a t i o n  r e q u i r e d  f o r  t h e  v e r i f i c a t i o n ,  
v a l i d a t i o n ,  and  a c c o u n t i n g  f o r  t h e  t r a n s p o r t e d  b l o c k  of user da ta  
w i t h i n  the Packet ,  Standard methods for autonomously t ime-tagging 
the  block of user data are a l s o  recommended by the  CCSDS. 

W i t h i n  t h e  f ramework  of t h e  l a y e r e d  c o n c e p t  of "Open Sys tem 
I n t e r c o n n e c t i o n "  ( O S I ) ,  t h e  I n t e r n a t i o n a l  S t a n d a r d s  O r g a n i z a t i o n  
( I S O )  i s  c u r r e n t l y  d e v e l o p i n g  a broad s p e c t r u m  of c o m m e r c i a l l y -  
suppor ted  genera l  purpose s tandard  data p r o t o c o l s  which are designed 
t o  provide i n t e r o p e r a b i l i t y  between d i s s imi l a r  e lements  w i t h i n  an 
open  w o r l d w i d e  communica t ions  system. Many of t hese  e m e r g i n g  
s t a n d a r d s  w i l l  have d i r e c t  and c o s t - e f f e c t i v e  a p p l i c a t i o n  t o  t h e  
SSDS. 
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However, t h e  ISO-OS1 s t anda rds  are not c u r r e n t l y  very a t t r a c t i v e  f o r  
s p e c i a l i z e d  m i s s i o n  da t a  exchange t h r o u g h  c a p a c i t y  or  bandwid th  
cons t r a ined  space da t a  channels,  o r  f o r  data ra tes  exceeding 1 Mb/s, 
owing t o  t h e i r  high pro tocol  overhead (caused by t h e i r  wide range of 
general-pur pose op t1  ons) and undesi ra  bl  e e r r  or-pr opaga ti on e f f e c t s  
when o p e r a t e d  th rough  w e a k  s i g n a l  channe l s .  Because s p a c e  s y s t e m  
implementat ion complexity and d a t a  l i n k  performance o p t i m i z a t i o n  are  
b o t h  dominant  d r i v e r s  f o r  s p a c e  m i s s i o n s ,  t h e  CCSDS h a s  been 
d e v e l o p i n g  a set of Recommendat ions f o r  s i m p l e ,  r o b u s t ,  s p e c i a l  
p u r p o s e  s t a n d a r d  t e c h n i q u e s  t h a t  a r e  t a i l o r e d  f o r  t h e  un ique  
e n v i r o n m e n t  of e x c h a n g i n g  da t a  t h r o u g h  n o i s y  s p a c e  da t a  c h a n n e l s .  
The  CCSDS Recommendations a r e  i n t e r n a t i o n a l l y  a g r e e d  a n d  a r e  
s u p p o r t a b l e  by v i r t u a l l y  e v e r y  t y p e  of s p a c e  m i s s i o n ,  t h u s  
p e r m i t t i n g  a wide degree of i n t e r o p e r a b i l i t y  between space v e h i c l e s  
and f a c i l i t i e s  owned by many d i f f e r e n t  agencies .  

The CCSDS Recommendations were NOT in tended  t o  r ep lace  the ISO-OS1 
s tandards ,  b u t  to  supplement them i n  those specif ic  a r e a s  t h a t  are 
"unique"  t o  space  m i s s i o n s  -- p r i m a r i l y  da ta  t r a n s p o r t  t h r o u g h  
s p a c e  da t a  channels .  They are  c o n c e p t u a l l y  i n t e n d e d  t o  s u p p o r t  
s y s t e m s  of t h e  c o m p l e x i t y  of t h e  SSDS, though t h e i r  i n i t i a l  
d e f i n i t i o n  h a s  focused on a narrower problem, i.e. the  c r o s s  s u p p o r t  
of f r e e - f l y i n g  s p a c e c r a f t  by a g l o b a l ,  i n t e r n a t i o n a l  ne twork  of 
ground t r a c k i n g  s t a t i o n s .  For t h i s  r e a s o n  a few e x p a n s i o n s  a n d  
enhancements t o  t h e  p re sen t  CCSDS Recommendations may be requi red  i n  
o r d e r  t o  f u l l y  u t i l i z e  t h e m  w i t h i n  t h e  SSDS. T h e  C C S D S  
Recommendations were s p e c i f i c a l l y  designed t o  pe rmi t  this planned 
evo lu t ion  and expansion. 

Nearly a l l  of the e x i s t i n g  CCSDS data l i n k  formats and p r o t o c o l s  are 
d i r e c t l y  a p p l i c a b l e  t o  t h e  SSDS. Only one t e c h n i c a l  a r e a  ( c o d i n g  
t e c h n i q u e s  f o r  u s e  on s p a c e c r a f  t - t o - s p a c e c r a f  t da ta  c h a n n e l s ,  a n  
environment which has no t  y e t  been considered by CCSDS) may require 
add i t iona l  development and i n t e r n a t i o n a l  coordinat ion.  
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T h i s  S e c t i o n  c o n t a i n s  two par ts :  i n  S e c t i o n  3.1 t h e  e x i s t i n g  NASA 
c o n t r a c t o r  SSDS a r c h i t e c t u r e s  a r e  r e v i e w e d ;  i n  S e c t i o n  3.2 t h e s e  
a r e  b l e n d e d  i n t o  a "common" a r c h i t e c t u r e  t h a t  i s  based on CCSDS- 
compat ible  s t anda rd  d a t a  handling techniques.  

3.1 EXISTING ARCHITECTURES 

The NASA Phase-A con t r ac to r  "Data Management System Arch i t ec tu re"  
s t u d i e s ,  and t h e  ongoing con t r ac to r  a c t i v i t i e s  w i t h i n  Phase-B, have 
a l r e a d y  genera ted  e x c e l l e n t  data system archi tectural  concepts  which 
a s s u m e  a h i g h  l e v e l  of s t a n d a r d i z a t i o n  and  CCSDS c o m p a t i b i l i t y  
(References 1101 , [ll]). 

The  SSDS t o p o l o g i e s  p roposed  by t h e  NASA c o n t r a c t o r s  -- McDonne 11 
Douglas  (MDAC) and TRW -- a r e  overviewed i n  Figure-3 and Figure-4. 
Both show a widely d i s t r i b u t e d  system having many independent data 
p r o c e s s i n g  nodes  i n  s p a c e  a n d  on t h e  ground,  w i t h  t h e  space a n d  
ground e lements  i n t e rconnec ted  by a wideband data umbilical through 
TDRSS. 

T h e  MDAC c o n c e p t  ( F i g u r e - 5 )  is t o  c o n n e c t  t h e  user ends  of t h e  
system by a t r a n s p a r e n t  "data t r a n s p o r t  service":  t h i s  s e r v i c e  i s  
implemented us ing  CCSDS Source Packe t s ,  T rans fe r  Frames and Channel 
Coding (Figure-6). Packets are use r  message structures, which are  
e x c h a n g e d  o n b o a r d  a n d  w i t h i n  t h e  ground s y s t e m  u s i n g  commercial 
l o c a l  area ne twork  s t a n d a r d s .  The Frames a n d  Channel Coding a r e  
used  on the space/ground data link. 

The TRW c o n c e p t  (F igu re -7 )  i s  s i m i l a r ,  Le. t h e  user e n d s  of t h e  
system in t e rconnec ted  by a s tandard ized  f low of "inbound" (upl ink)  
a n d  "outbound" ( d o w n l i n k )  data.  The s e r v i c e  i s  a g a i n  i m p l e m e n t e d  
u s i n g  CCSDS T r a n s f e r  F r a m e s  a n d  C h a n n e l  C o d i n g  o n  t h e  R F  
space/ground l i n k s  (Figure-8) , w i t h  CCSDS Packets  being user - leve l  
data s t r u c t u r e s .  

Although botn c o n t r a c t o r s  nave c l e a r l y  recognized t h e  u t i l i t y  of t h e  
CCSDS da t a  s t r u c t u r e s ,  t h e  n a t u r e  of c o m p e t i t i v e  s t u d i e s  m a k e s  i t  
d i f f i c u l t  t o  d i s c e r n  the common ground. Furthermore, NASA has only 
r e c e n t l y  opened t h e  SSDS s t u d i e s  t o  t h e  i n t e r n a t i o n a l  p a r t i c i p a n t s  
i n  t h e  Space  S t a t i o n  Program, and  t h e  f u l l  i m p l i c a t i o n s  of t h e  
i n t e r n a t i o n a l l y  agreed CCSDS Recommendations may not be immediately 
clear. The Space S t a t i o n  Advisory Group has therefore created t h i s  
Report  w i t h  t h e  i n t e n t  of:  

1. C l a r i f y i n g  t h e  i n t e n d e d  a p p l i c a b i l i t y  of  t h e  C C S D S  
R e  commendations. 

2. P r e s e n t i n g  a " u n i f i e d "  end-to-end SSDS a r c h i t e c t u r e  w h i c h  
embraces  t h e  r e s u l t s  of t h e  p r e s e n t  c o n t r a c t o r  s t u d i e s ,  
d e m o n s t r a t e s  r e c u r s i v e  u s e  of s t a n d a r d i z e d  C C S D S  d a t a  
i n t e r f a c e s ,  a n d  r e v e a l s  t h e  power of these  i n t e r f a c e s  t o  
f a c i l i t a t e  i n t e r n a t i o n a l  i n t e r o p e r a b i l i t y .  

Green Book,  Issue-1 PAGE 3-1 October 1985 



SPACE STATION: APPLICATION OF CCSDS REWHHENDATIONS 
4 

0 Data Rates in Mbps 
0 Includes AudIoNldeo 

Curtomers 

- 
POCCS - 

L 

services 
Center Control 

Green B o o k ,  Issue-1 PAGE 3-2 October 1985 

~ ~~ ~ 



. 

> 
(3 
0 
d 
0 e 
0 
I- 
d 
W > 
W 
4 
al 
0 
I- 
2 
W 
I- 
v) > 
v) 

t- a a n 

I- 
v) > 
v) 

&..... 
I 

-l 

v) z e 
L 

8 

o . . . . . .  

Green B o o k ,  I s sue -1  Octo be r 1985 



SPACE STATION: APPLICATION OF CCSDS RECOHMENDATIONS 

Y 
Standard Payload Data Transport Senlce 

Senlcer (Transparent to Users) 

- Ancillary Data - Time Management - Procesrgn, Storage - Etc. 

Network Control - Scheduling - Resource Management 

Payload 
intartace 7 

L Mlrrlon Data - b 

Commands 
4 - ir 

Standard Curt. I/F 
Senlces 

Standard Workstations 
Processing, Storage 
CMD Management 
Etc. 

\ I 
Y 

Space 

CCSOS 
Packets 

(IS0 Layer 7) 

Ground 

CCSDS (RF, 
Frames, Channel) 

Ground 
(Wide-Area Net) 

I IS0 Layers 1-6 
I 

CCSDS (Framer, 
Cbnnol, RF) 

Green Book, Issue-1 PAGE 3-4 Octo be r 1 985 

b , 



I- 
I o 
- 

2 
W o 
U 
W cn 
> 

5 

a 
9 

>- 

FIGURE - .  7 .  -RT CO- 

Green B o o k ,  Issue-1 PAGE 3-5 October 1985 



SPACE STATION : APPLICATION OF CCSDS RECOHIWJDATIONS 

I Green Book, Issue-1 PAGE 3-6 

DATA DELIVERY SERVICE ON BOARD DATA FLOW 
TELLCOMMAND FRAMES TRANSFER FRAMES 
FROM IIF LfNKd TO RF LINKS 

4 TRANSFER 
FRAMES 
FOR 

TELECOMMAND DELIVERY 
TRANSFER FRAMES, 

OUALITY* AND BLOCK ~ ~ K N ~ L E D G E ,  BLOCK RETRANS REWEST FRAMES LINK ID 

RFI 

ET8 RELAYED FROM OTHER PLATFORMS 
2 

IP USER BLOCK DEFINITIONS, os 
IMMEDIATE USER IDS. WED. 
LINK USAGE ATA J 

PACKETS I N  
DELIVERY 
BLOCKS - RT,QL, 

PROD 
SERVICE 
TYPES 

+ 
IS 4 

BLOCK ACKS. 
BLOCK RETRANS 
REOUESl, 

DATA IN USER REQUEST 
DELIVERY 
BLOCKS, 
BLOCKS 
FOR RETRANS 

b SNI 

I 

MESSAGES FROM llU8 
ON SPACE NETWORK 

REQUESTS 

- PAYLOADDATA - USERDATA 
If MESSAGES FOR IIUs 

ON SPACE NETWORK 

LOAM ’ 

- COMMANDS - MICROPROCESSOR 

RETRANS 

October 1985 



3.2 ARCBITECTURAL ATTRIBUTES OF TEE SSDS 

The Phase-A and p r e l i m i n a r y  Phase-B c o n t r a c t o r  data  management 
system architectures have been a b s t r a c t e d  and combined by t h e  Space 
S t a t i o n  Advisory  Group i n t o  a s e t  of common SSDS a r c h i t e c t u r a l  
a t t r i b u t e s .  The process  used was: 

o I d e n t i f i c a t i o n  of the system l a y e r i n g  (Sec t ion  3.2.1) . 
o Analys is  of t h e  system data t r a f f i c  requirements ,  and d e r i v a t i o n  

o Cons t ruc t ion  of an  SSDS Serv ice  Model (Sec t ion  3.2.3). 

of the s e r v i c e s  t o  be provided (Sec t ion  3.2.2). 

o D e f i n i t i o n  of the s tandards  used t o  implement t h e  SSDS s e r v i c e s ,  
and of t h e  sal ient  s e r v i c e  characterist ics (Sec t ion  3.2.4) . 

3.2.1 SSDS ARCHITECTURAL LAYERS 

The SSDS c o n t a i n s  two p r i n c i p a l  "regions" t h a t  are in t e rconnec ted  by 
s p a c e - t o - s p a c e  or space- to-ground data c h a n n e l s  (F igure-9) .  The 
" u s e r  r e g i o n "  c o n t a i n s  t h e  use r  and t h e  l o c a l  data p r o c e s s i n g  a n d  
communication sys tems which  support  h i s  i n v e s t i g a t i o n .  The "remote 
region" c o n t a i n s  t h e  senso r s  and e f f e c t o r s  which observe the event  
b e i n g  i n v e s t i g a t e d ,  a l l  under t h e  remote s u p e r v i s i o n  of t h e  u s e r ,  
p l u s  t h e i r  suppor t ing  data  p r o c e s s i n g  sys t ems .  If  t h e  u s e r  i s  
located i n  space, t h e  two regions may become superimposed. 

Most  m o d e r n  c o m m u n i c a t i o n  n e t w o r k s  h a v e  a d o p t e d  " l a y e r e d "  
a r c h i t e c t u r e s  w h i c h  conform t o  R e f e r e n c e  Model of Open System 
I n t e r c o n n e c t i o n  ( O S I )  t h a t  has been d e v e l o p e d  by ISO.  Al though t h e  
seven-layer ISO-OS1 model i s  general enough to  cover space networks, 
Space  S t a t i o n  remote s e n s i n g  a p p l i c a t i o n s  h a v e  communica t ions  
r e q u i r e m e n t s  w h i c h  d i f f e r  f r o m  most commerc ia l  s y s t e m s  i n  t h r e e  
impor t an t  ways: 

1. Data rates are  extremely high. 
2. The weak-signal da t a  channels which in t e rconnec t  t h e  remote and 

u s e r  r e g i o n s  are  e x p e n s i v e  t o  p r o v i d e  and  operate ,  a n d  have  
uniq ue err  or- i n j  ect i on char ac t  e r i st cs. 

3. Many d i f f e r e n t  t ypes  of da ta  m u s t  be s imul taneous ly  t r a n s m i t t e d  
i n  d i g i t a l  form through these channels.  

The commercial s t a n d a r d s  be ing  d e v e l o p e d  f o r  t h e  l o w e r  l a y e r s  
( p a r t i c u l a r l y  Layers 1, 2 and 3) of the ISO-OS1 architecture are not  
s u i t a b l e  f o r  u s e  on s p a c e  d a t a  l i n k s  o p e r a t i n g  a t  v e r y  h i g h  d a t a  
ra tes  and d i s p l a y i n g  weak-signal error characterist ics.  Because of 
t h i s  t h e  CCSDS has  focussed  on developing space-specific p r o t o c o l s  
f o r  u s e  on these data  l i n k s ,  w h i c h  o p e r a t e  a t  h i g h  e f f i c i e n c y  and 
are customized t o  t h e i r  error environment. The SSDS des ign  assumes 
t h a t  ISO-OS1 s t a n d a r d s  w i l l  be used a t  h i g h e r  l a y e r s  w h e r e v e r  
p o s s i b l e ,  and  t h a t  commerc ia l  n e t w o r k i n g  s t a n d a r d s  may be u s e d  i n  
o t h e r  pa r t s  of t h e  sys t em where s p a c e  da ta  c h a n n e l s  do n o t  e x i s t  
(e.g. onboard data exchange or i n t e r - u s e r  networking on the ground). 
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SPACE STATION : APPLICATION OF CCSDS RECOHHENDATIONS 

I n  view of the impor tan t  need t o  take chahnel cha rac t e r i s t i c s  i n t o  
c o n s i d e r a t i o n  ( e s p e c i a l l y  t h e i r  e f f i c i e n t  u t i l i z a t i o n ) ,  a modi f ied  
O S 1  model  was c o n s t r u c t e d  f o r  s p a c e  d a t a  sys t ems .  A d i a g r a m  
i d e n t i f y i n g  f i v e  p r i n c i p a l  d a t a  handl ing  l a y e r s  w i t h i n  t h e  SSDS is 
p resen ted  i n  Figure-9. The l a y e r s  are: 

1. A USER LAYER, w i t h i n  which reside t h e  use r - con t ro l l ed  a c t i v i t i e s  
a s s o c i a t e d  w i t h  s p a c e  m i s s i o n  r emote  s e n s i n g  s u c h  a s  p a y l o a d  
ins t ruments ,  co re  subsystems, and data a n a l y s i s  f a c i l i t i e s .  The 
o b j e c t i v e  of t h e  l o w e r  l a y e r s  of t h e  SSDS i s  t o  p l a c e  minimum 
c o n s t r a i n t s  on t h i s  layer .  The User Layer (which f a l l s  ou t s ide  
of t h e  ISO-OS1 communications environment) i s  supported by: 

2 .  An APPLICATION PROCESS LAYER, which con ta ins  t h e  data p rocess ing  
e l e m e n t s  a s s o c i a t e d  wi th  the user a c t i v i t i e s .  Wi th in  the  space 
segment, m u l t i t u d e s  of d i s t r i b u t e d  a p p l i c a t i o n  p rocesses  execu te  
w i t h i n  in s t rumen t s  or core  subsystems and provide f u n c t i o n s  such 
as t e l eme t ry  acqu i s i t i on ,  command execut ion,  system management 
and  a n c i l l a r y  data computa t ion .  W i t h i n  t h e  ground s e g m e n t  
these  processes  provide f u n c t i o n s  such as data reduct ion,  d a t a  
a r c h i v i n g ,  m i s s i o n  p l a n n i n g  and  command g e n e r a t i o n .  S t a n d a r d  

I message  f o r m a t t i n g  p r o t o c o l s  a r e  requi red  w i t h i n  t h i s  l a y e r  
(which i n  the ISO-OS1 model w o u l d  embrace Layers 7 ,  6 ,  5 and 41, 
drawing upon t h e  s e r v i c e s  of :  

3 .  A LOCAL NETWORKING LAYER, t h a t  a l lows t h e  a p p l i c a t i o n  p rocesses  
t o  i n t e r c o m m u n i c a t e  i n  t h e i r  l o c a l  ( s p a c e  o r  g r o u n d )  
environment. I n  space, t h i s  l a y e r  c o n t a i n s  onboard loca l  area 
n e t w o r k s  and d a t a  buses. On t h e  ground,  t h i s  l a y e r  c o n t a i n s  
l o c a l  and wide area data d i s t r i b u t i o n  networks, e i t h e r  p r i v a t e  
(e.g. N A S C O M )  o r  p u b l i c  (e.g. commercial  p a c k e t - s w i t c h e d  
s e r v i c e ) .  Standard networking p r o t o c o l s  ( r e s i d i n g  a t  ISO-OS1 
L a y e r s  3 ,  2 a n d  1) a r e  r e q u i r e d  w i t h i n  t h i s  l a y e r ,  
in te rconnec ted  by gateways or b r idges  wi th :  

4.  A SPACE DATA LINK LAYER, which  a l lows  t h e  v a r i o u s  o n - o r b i t  
l o c a l  a r e a  n e t w o r k s  w i t h i n  t h e  s p a c e  segment  (Space  S t a t i o n ,  
t e t h e r e d  p l a t f o r m ,  c o - o r b i t e r ,  etc.) t o  communica te  w i t h  e a c h  
o the r ,  or t o  communicate wi th  t h e  data d i s t r i b u t i o n  networks on 
t h e  ground. S t a n d a r d  d a t a  l i n k  p r o t o c o l s  a r e  r e q u i r e d  w i t h i n  
t h i s  l a y e r  ( r e s i d i n g  a t  I S O - O S 1  L a y e r  2 ) ,  d r a w i n g  upon: 

I 

I 

5 .  A SPACE DATA CBANNEL LAYER ( r e s i d i n g  a t  ISO-OS1 L a y e r  1) t h a t  
e s t a b l i s h e s  t h e  p h y s i c a l  s p a c e / s p a c e  or  space /g round  s i g n a l  
t ransmiss ion  paths. 

The bo t tom two l a y e r s  m u s t  be c a r e f u l l y  d e s i g n e d  i n  o r d e r  t o  
i n s u l a t e  t h e  e f f e c t s  of the unique space channel from h ighe r  l a y e r s .  
S p e c i a l  p u r p o s e  s p a c e  d a t a  l i n k  a n d  s p a c e  d a t a  c h a n n e l  d a t a  
s t r u c t u r e s  m u s t  be p r o v i d e d  f o r  these  l a y e r s ,  s i n c e  c o m m e r c i a l  
t e c h n i q u e s  a r e  n o t  a v a i l a b l e .  The n e t w o r k i n g  l a y e r  i s  assumed t o  
u s e  c o n v e n t i o n a l  t e c h n i q u e s .  M e s s a g e s  f l o w i n g  a c r o s s  t h e  
a p p l i c a t i o n  p r o c e s s  l a y e r  ( s i n c e  t h e y  m u s t  p a s s  t h r o u g h  t h e  space 
channel) m u s t  u s e  e f f i c i e n t  f o r m a t s  and, i n  t h e  absence of s u i t a b l e  
commercial standards,  w i l l  be unique t o  space miss ion  a p p l i c a t i o n s .  
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FIGURE - 9: SSDS ARCHITECTURAL LAYERS 
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SPACE STATION: APPLICATION OF CCSDS RECOHHENDATIONS 

3.2.2 DATA TRAFFIC ANALYSIS 

Using i n f o r m a t i o n  c o n t a i n e d  w i t h i n  t h e  NASA Phase-A/B c o n t r a c t o r  
r epor t s ,  an s y n t h e s i s  of the  data t r a f f i c  requi rements  f o r  t h e  SSDS 
was performed. 

A summary of t h e  p r i n c i p a l  t y p e s  of u s e r  d a t a  w h i c h  m u s t  be 
d e l i v e r e d  end-to-end by t h e  SSDS i s  shown i n  Table-2. 

The d e l i v e r y  c h a r a c t e r i s t i c s  and g r o s s  s e r v i c e  requi rements  of each 
da ta  t y p e  a re  shown i n  Table-3. These a r e  t h e  key p a r a m a t e r s  
which  d r i v e  the design of t h e  data t r a n s p o r t  systems. 

Four p r i n c i p a l  " g r a d e s "  of SSDS d a t a  d e l i v e r y  s e r v i c e  have been  
def ined,  and mapped onto  Table-3. These are as fo l lows :  

0 

0 

0 

0 

GRADWI DATA DELIVERY SERVICE: 

Data a r e  d e l i v e r e d  g u a r a n t e e d  t o  be c o m p l e t e ,  e r r o r - f r e e ,  i n  
sequence and w i t h o u t  dupl ica t ion .  

GRADE-I1 DATA DELIVERY SERVICE: 

Data are  de l ive red  poss ib ly  incomplete  ( con ta in ing  outages)  , b u t  
g u a r a n t e e d  t o  be  e r r o r - f r e e ,  i n - s e q u e n c e  a n d  w i t h o u t  
dup l i ca t ion .  

GRADE-111 DATA DELIVERY SERVICE: 

Data a r e  d e l i v e r e d  p o s s i b l y  c o n t a i n i n g  o u t a g e s ,  p o s s i b l y  
con ta in ing  e r r o r s ,  b u t  guaranteed t o  be in-sequence and w i t h o u t  
dup l i ca t ion .  

GRADE-IV DATA DELIVERY SERVICE: 

Data a r e  d e l i v e r e d  p o s s i b l y  c o n t a i n i n g  o u t a g e s ,  p o s s i b l y  
con ta in ing  e r r o r s ,  poss ib ly  o u t  of sequence, and poss ib ly  w i t h  
dup l i ca t ion .  

W i t h i n  t h e  SSDS, use r s  w i l l  be a b l e  t o  choose  t h e  g r a d e  of s e r v i c e  
which matches t h e  requi rements  of t he i r  a p p l i c a t i o n .  The SSDS w i l l  
be implemented t o  provide selectable value-added s e r v i c e s  which can 
remove many r o u t i n e  d a t a  h a n d l i n g  b u r d e n s  f rom t h e  user.  I n  
p a r t i c u l a r ,  t h e  u s e  of a c c o u n t a b l e  s t a n d a r d  da ta  s t r u c t u r e s  w i l l  
enable de l ive ry  performance t o  be guaranteed. 
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I A S C I I  I E l e c t r o n i c  m a i l ,  f l i g h t  plans,  procedures,  t e x t  f i l e  
I TEXT I t r a n s f e r s  (core or payload, b i d i r e c t i o n a l )  . 
ICONF. I Video f o r  r o u t i n e  space/ground d i s c u s s i o n s  and payload 
IVIDEO I c o n t r o l ,  recreation, etc. ( c o r e  or payload, b i d i r e c t i o n a l )  

ICONF. I A u d i o  f o r  rou t ine  space/ground d i s c u s s i o n s  and payload 
IAUDIO I c o n t r o l ,  recreation, e tc .  ( co re  or payload, b i d i r e c t i o n a l )  

I I 

I I 

IOPERAT'L 1 
I V I D E O  I 
I I 
I OPERATI L I 

I 1 
IO PERAT' L 1 
ITELEM. I 

IAUDIO I 

F u l l  r e s o l u t i o n  video for  observ ing  c r i t i ca l  a c t i v i t i e s  I 
(core or payload, b i d i r e c t i o n a l )  . I 

I 
High q u a l i t y  audio for d i s c u s s i n g  c r i t i c a l  a c t i v i t i e s  I 
(core or payload, b i d i r e c t i o n a l )  . I 

I 
Engineer ing te lemetry,  monitor ing c r i t i ca l  a c t i v i t i e s  I 
(core or payload) . ! 

IOPERAT'LI Engineer ing telecommands, c o n t r o l l i n g  c r i t i ca l  a c t i v i t i e s  I 
!COMMAND I (core or payload) I 
ICOMPUTER 1 Exchange of data  between camputer memories 
IOR DB LDI (core or payload, b i d i r e c t i o n a l )  . 
I I 
I H R  P/L I Imaging telemetry (multi-spectral, SAR, etc.) . 
I D I G I T A L  I 
I SCIENCE : I 
I B u l k  1 O f f l i n e  a n a l y s i s ,  research o r i en ted .  
I Q u i c k  L k  I Near-real t i m e  a n a l y s i s ,  operationally/adaptively o r i e n t e d  
I I I 
IL-MR P/LI Non-imaging te lemetry (materials process ,  s c i ence  I 

I 
I I SCIENCE : I 

I B u l k  I O f f l i n e  a n a l y s i s ,  research o r i en ted .  I 

IDIGITAL I ins t rument ,  r o u t i n e  housekeeping data,  etc.) 

I Q u i c k  Lk I Near-real t i m e  ana lys i s ,  operationally/adaptively or ien ted1  

ITEXT mDl High f i d e l i t y  p i x e l  zap of d i g i t i z e d  image (e.g. f ax )  , I 
[HARDCOPY I ( c o r e  or payload, b i d i r e c t i o n a l )  I 
IGRAPHICS I f o r  planning,  t roubleshoot ing ,  r e c r e a t i o n  or d i s c u s s i o n s  I 

I INTER- I Discrete messages t r ansmi t t ed  t o  remote a p p l i c a t i o n  I 
IACTIVE I processes  t o  e. g. i n i t i a t e  sub rou t ines ,  i n t e r r o g a t e  I 
IQUERY I data bases, etc. ( b i d i r e c t i o n a l , ,  "Telescience" mode) I 

I B U L K  I B u l k  t r a n s f e r  of general  purpose d i g i t a l  data up/down I 
I DATA 1 (e.g. low f i d e l i t y  imagery, newspapers, etc.) 1 
I 1 - I 
Key: CONF. = Conference DB LD = Data Base Load 

OPERAT' L = Operat ional  HR = High ra te  
L- MR = Law or medium rate  P/L = Payload data 
TEL EM = Telemetry Q u i c k  L k  = Q u i c k  Look 

2: PRINCIPAL 4 BY 

Octo be r 1 985 Green Book, Issue-1 PAGE 3-11 



. 
SPACE STATION : APPL ICATIOLJ OF CCSDS R B C O H " D A T I 0 N S  

I DATA IDATE RATE1 TRANSPORT lCONTINUOUSl GRADE OF I ALLWABLE 1 
ITYPE: I /  CHANNEL1 DELAY, MAXIOR BURST? I SERVICE I ERROR RATE I 
I I 1 I -1 I I 

I I A S C I I  I <  1 Mb/s J M i n u t e s  t o  I B u r s t  1 I I 
I TEXT I l hou r s  I I I I 

- 
I 
I CONF. 

1 - 
IVIDEO 

pE;(i 
I OPERAT' L 
IVIDEO 

1 I I 
15-10 Mb/s 11 t o  2 sec I 
I5 c h a n n l s l  I 
I - 1  I 
116-32kb/sIl t o  2 sec I 
I5 c h a n n l s  I I 
I I I 
1<25 Mb/s 12 t o  4 sec I 
15 c h a n n l s  I I 

I I 
IOPERAT'L I <64 kb/s-  
IAUDIO I20 c h a n l s  
I I 

1 t o  2 sec 

-- 
C o n t i  nu0 u s  

C o n t i n u o  u s  

I 
I I11 
I 
I 
I I11 
1 

C o n t i n u o  u s  1111 
I 
I 

C o n t i n u o u s  I I ( s p e e c h  
I r e c o g n i t i o n )  
1111 other  

lo*-5 BER 
( com pr e s sed ) 

lo*-5 BER 
( compr esse d 1 

( compressed 
lo*-5 BER 

- 
I 
I 
I 

lo*-3 BER I 

- 

I 
I 

1 I I - 1  I I 
IOPERAT'L I <500 k b / s  12 t o  4 sec I C o n t i n u o u s  I I< 1 0 0 k b / s  I 
ITELEM. I I I III< 5 0 0 k b / s  I<O.l% outage1 

I 
I 

1 I -  I-- I I I 
I O P E R A T ' L 1 < 1 0 0  k b / s l 2  t o  4 sec I C o n t i n u o u s l  I C r i t i c a l  I 
ICOMMAND I I 1 I11 R o u t i n e  1<1% outages I 

I 
I 

1 - 1  - 1  1 - 1  I 
ICOMPUTERI< 1 Mb/s IMinutes t o  ! B u r s t  I 1  I 
IOR DB LDI lhours  I I I I 

- 

- 

- 

IHR P /L  I I I I I I 
IDIGITAL I I I I 1 I 
ISCIENCE:  I I I I I I 
/ B u l k  I <300 Mb/s I Days I C o n t i n u o u s  1111 I lo*-3  BER I 
\ Q u i c k  L k l <  30 Mb/sIMinutes I B u r s t  1111 I lo*-5 BER I 

IL-MR P/LI I I I 
IDIGITAL I I I 1 
ISCIENCE : I I I I 
I B u l k  I <  1 Mb/s 
I Q u i c k  L k l <  1 Mb/s 

ITEXT AND) 
!GRAPHICS I < 1 Mb/s 
IHARDCOPY I 

I INTER- I 
IACTIVE I <  1 0  k b / s  
]QUERY I 

I I 
I B ULK 
I DATA I 

I- I 

I 1-5 Mb/s 

I 1 

Hours 
Seconds 

Minutes 

2 t o  4 sec 

Minutes  

C o n t i n u o u s  I I1 1<1% outages I 

I -- I I 
I I I 
I I I 
I I- I 

I 
I 

I I 
B u r s t  1 1  I 

I I I 
I I I 

C o n t i n u o u s  1111 
I N  I I 
1 I I 

B u r s t  I I11 I 10"-5 BER I 

B u r  st I I11 I lo*-5 BER I 

- 

I lo*-5 BER I 

CS OF SSPS D- 
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3.2.3 SSDS SERVICE MODEL 

Using  t h e  sys t em l a y e r i n g  model and t h e  data t r a f f i c  a n a l y s i s ,  a 
S e r v i c e  Model of t h e  SSDS ( F i g u r e - 1 0 )  was c o n s t r u c t e d .  The SSDS 
provides  three p r i n c i p a l  data communication and d e l i v e r y  s e r v i c e s  t o  
user a p p l i c a t i o n  processes  : 

1. A HESSAGE DELIVERY SERVICE, which u s e s  a s t anda rd  message format 
t o  r o u t e  autonomous sets  of user  data "door to  door" between t h e  
r eq u i  red sour ce and de s t  i na ti on appl  i ca ti on processes.  

C o m p r e h e n s i v e  v a l u e - a d d e d  M e s s a g e  D e l i v e r y  s e r v i c e s  a r e  
a v a i l a b l e  t o  users including end-to-end message accounting, t i m e  
o r d e r i n g  and  merging ,  and q u a l i t y  c o n t r o l  of a p p l i c a t i o n  d a t a  
sets which conform to  the  s t anda rd  message format  i n t e r f a c e .  

2 .  A DATA TRANSFER SERVICE, which uses a s t anda rd  data l i n k  format 
t o  move data b i d i r e c t i o n a l l y  between the major phys ica l  nodes of 
t h e  Space S t a t i o n  c o n s t e l l a t i o n  (e.g. between t h e  Space S t a t i o n  
a n d  assoc ia ted  co-orb i ters / f ree - f lyers ,  or be tween  t h e  ground 
system and any of these elements  i n  space). 

T h i s  s e r v i c e  (which  i s  embedded w i t h i n  t h e  Message D e l i v e r y  
Se rv ice )  can provide a reduced l e v e l  of value-added suppor t  t o  
any u s e r s  who choose  no t  t o  be c o m p a t i b l e  w i t h  t h e  s t a n d a r d  
message format. Such users can i n t e r f a c e  w i t h  t h e  SSDS either 
by g e n e r a t i n g  t h e  s t a n d a r d  da ta  l i n k  f o r m a t  t h e m s e l v e s ,  or by 
handing over a "bitstream", which w i l l  then be t r a n s f e r r e d  by 
t h e  system w i t h i n  t h e  s tandard data l i n k  format. 

3 .  A DATA INTEGRITY SERVICE, which  c o n t r o l s  t h e  q u a l i t y  of d a t a  a s  
they pass t h rough  the noisy space/space or space/ground s i g n a l  
t r a n s m i s s i o n  pa ths .  

User-selectable l e v e l s  of data i n t e g r i t y  are provided, depending 
upon w h e t h e r  t h e  c h a n n e l  is uncoded, coded t o  p r o v i d e  f o r w a r d  
e r r o r - c o r r e c t i o n ,  or c o n t r o l l e d  v i a  e r r o r  d e t e c t i o n  a n d  
r e t r a n s m i s s i o n  (ARQ) techniques. 

An i m p o r t a n t  p a r t  of t h e  S S D S  c o n c e p t  i s  t h a t  a v a r i e t y  of 
appl ica t ion- independent  v a l u e  added data handl ing  s e r v i c e s  w i l l  be 
i m p l e m e n t e d  w i t h i n  t h e  system. Most u s e r s  w i l l  be a b l e  t o  "buy 
i n t o "  t h e s e  s e r v i c e s  by s imply  c o n f o r m i n g  t o  some bas ic  r u l e s  f o r  
s t r u c t u r i n g  t h e i r  data, i n  which case they w i l l '  not  have t o  perform 
many rou t ine ,  r e p e t e t i v e  and resource-consuming data handl ing tasks. 
The  SSDS w i l l  a l s o  i n c l u d e  t h e  c a p a b i l i t y  f o r  users  t o  b y p a s s  
c e r t a i n  s e r v i c e s ,  i f  more  e f f e c t i v e  f o r  t h e i r  a p p l i c a t i o n ,  by 
i n t e r f a c i n g  a t  i n t e r m e d i a t e  access points .  
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UNCODED CHANNEL 

CODED CHANNEL 

ARQ CHANNEL 

REMOTE REGION: 

UNCODED CHANNEL - - - - -  * GRADE-III/IV * 

---.-- CODED CHANNEL 
GRADE-II 

ARQ CHANNEL 
GRADE-I 

USER REGION: 

I USER APPLICATION PROCESS I 
STANDARD 
MESSAGE 
FORMAT 
INTERFACE 

I 
STAN D AR D 
DATA LINK 
FORMAT 
INTERFACE ' 

MESSAGE 
DELIVERY 
SERVICE 

I 

t 
BIT 
STREAM 
INTERFACE I 

I ' DATA TRANSFER SERVICE I 

I USER APPLICATION PROCESS I 

t 
BIT 
STREAM 
INTERFACE 

STANDARD 
MESSAGE 
FORMAT 
INTERFACE I 

STANDARD 
DATA LINK 
FORMAT 
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3.2.4 STANDARDS AND SERVICE CHARACTERISTICS. 

I n  order to  implement t h e  elements of s e r v i c e  i d e n t i f i e d  by the SSDS 
S e r v i c e  Model, a se t  of s t a n d a r d  da ta  s t r u c t u r e s ,  i n t e r f a c e s  a n d  
p r o t o c o l s  are required w i t h i n  t h e  system. The concept of u s ing  t h e  
CCSDS Recommendat ions a s  t h e  b a s i s  f o r  SSDS s t a n d a r d s  h a s  been  
selected because it: 

0 

0 

0 
0 

0 

0 

0 

0 

F u l l y  and r e c u r s i v e l y  e x p l o i t s  t h e  i n v e s t m e n t  wh ich  h a s  been  
made by many space a g e n c i e s  i n  d e v e l o p i n g  CCSDS s t a n d a r d s  (by 
some estimates, as much as 100 man y e a r s  of eng inee r ing  t i m e ) .  
Requires no s t r u c t u r a l  change t o  t h e  e x i s t i n g ,  p r o v e n  CCSDS 

Is f u l l y  ach ievab le  w i t h i n  capabili t ies of e x i s t i n g  technology. 
I n t r o d u c e s  minimum " c u l t u r e  shock"  w i t h i n  t h e  i m p l e m e n t a t i o n  
community by us ing  f ami1 i a r  techniques  for  space data exchange. 
Suppor ts  t h e  i n t e g r a t e d  t r ansmiss ion  of ALL a n t i c i p a t e d  t y p e s  of 
Space  S t a t i o n  c o r e  and use r  data  (e.g. p a y l o a d  and  e n g i n e e r i n g  
da ta ,  o p e r a t i o n a l  v i d e o  and a u d i o ,  compute r  memory exchange ,  
t e x t  and graphics )  through common, capac i ty -cons t r a ined  TDRSS 
upl ink  and downlink data  channels. 
Enables  the Space S t a t i o n  program t o  be f u l l y  i n t e r o p e r a b l e  w i t h  
f r e e - f l y i n g  v e h i c l e s  and ground n e t w o r k s  operated by many 
d i f f e r e n t  agencies ,  and v i c e  versa. 
Is compatible  w i t h  complementary u t i l i z a t i o n  of commercially- 
suppor ted  terrestr ia l  standards for  Open System Interconnect ion.  
Is h i g h l y  s t r u c t u r e d  t o  be modular ,  t e s t ab le ,  automated,  
adap t ive ,  data-dr iven and (through use of s imple,  r e c u r s i v e  data 
h a n d l i n g  t e c h n i q u e s )  e a s i l y  u n d e r s t o o d  by a w i d e  community of 
implementers,  operators and users. 

pro tocols .  

These character is t ics  are achieved by t h e  s t r a i g h t f o r w a r d  concept 
o f :  

1. U s i n g  t w o  s i m p l e  C C S D S  d a t a  s t r u c t u r e s  a s  t h e  s t a n d a r d  
i n t e r f a c e s  upon which  the Message Delivery S e r v i c e  i s  founded: 
these  are  the "Telemetry/Telecommand Source P a c k e t " ,  and  t h e  
"Standard Formatted Data " n i t "  (SFDU). 

2. Using  a s i m p l e  CCSDS d a t a  l i n k  s t r u c t u r e  as t h e  s t a n d a r d  
i n t e r f a c e  upon which  the Data Transfer  S e r v i c e  i s  founded: t h i s  
i s  the "Telemetry Transfer  Frame". 

3. U s i n g  t h e  C C S D S  T e l e m e t r y  C h a n n e l  C o d i n g  ( "Reed-So lomon  
Codeblock") d a t a  s t r u c t u r e  and elements of t h e  Telecommand 
"Command O p e r a t i o n  P r o c e d u r e "  r e t r a n s m i s s i o n  p r o t o c o l  a s  
s t a n d a r d  methods of c o n t r o l l i n g  l i n k  q u a l i t y  upon which the Data 
I n t e g r i t y  S e r v i c e  i s  founded. 

I n  Figure-11, t h e  SSDS Service  Model has been mapped onto  t h e  system 
l a y e r s  t o  show where t h e s e  s t a n d a r d  da t a  s t r u c t u r e s  a r e  a p p l i e d .  
T h e  p h y s i c a l  c h a r a c t e r i s t i c s  of t h e  CCSDS data  s t r u c t u r e s  a r e  
o u t l i n e d  i n  F igu re -12 .  Note the  b i d i r e c t i o n a l  a p p l i c a t i o n  of t h e  
TELEHETRY frame and coding mechanisms -- the CCSDS Telecormand Frame 
and coding  w i l l  n o t  be used i n  the Space S t a t i o n  application. 
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3.2.4.1 Message Delivery Service Implementation. 

The n o i s y ,  c a p a c i t y - c o n s t r a i n e d  s p a c e / s p a c e  and space/ground d a t a  
c h a n n e l s  w h i c h  i n t e r c o n n e c t  t h e  m a j o r  f u n c t i o n a l  nodes  of s p a c e  
mis s ions  i n j e c t  unique and f a r - r each ing  requi rements  i n t o  t h e  flow 
of user data. H i s t o r i c a l l y ,  user i n v e s t i g a t i o n s  have been shackled  
( v i a  m u l t i t u d e s  of sc rupulous ly  designed and n e g o t i a t e d  data rates 
a n d  f o r m a t s )  t o  t h e  i n s t a n t a n e o u s  t r a n s m i s s i o n  c a p a c i t y  and  e r r o r  
c h a r a c t e r i s t i c s  of the space data channels. Without such channels,  
t h e r e  i s  no reason why user d a t a  flow should n o t  fo l low convent iona l  
ground n e t w o r k i n g  t e c h n i q u e s .  A d r i v i n g  f o r c e  beh ind  t h e  CCSDS 
c o n c e p t s  h a s  b e e n  t o  s e v e r  t h e  c o u p l i n g  b e t w e e n  t h e  u s e r ' s  
a p p l i c a t i o n  and t h e  data l ink.  

T h e  v e h i c l e  f o r  a c h i e v i n g  t h i s  d e c o u p l i n g  i s  t h e  CCSDS Source 
Packe t ,  which i s  s t r u c t u r a l l y  i d e n t i c a l  i n  both i t s  Telemetry and 
Telecommand m a n i f e s t a t i o n s .  T h e  Source P a c k e t  a l l o w s  a user 
a p p l i c a t i o n  process t o  c r e a t e  a complete "set" or block of data  a t  a 
ra te  appropr i a t e  t o  t h e  phenomemon being observed, wrap i t  up i n  a 
s t a n d a r d  l a b e l  o r  h e a d e r ,  a n d  t h e n  r e l e a s e  i t  t o  t h e  d a t a  
communica t ions  s y s t e m  f o r  t r a n s m i s s i o n .  By p l a c i n g  t h e  f l o w  of 
space a p p l i c a t i o n  "messages" (CCSDS Packets) i n t o  i ts  own l a y e r ,  and 
c r e a t i n g  a sepa ra t e  l a y e r  f o r  t h e  t r a n s f e r  of t h e s e  messages through 
space data  l i n k s  ( v i a  CCSDS Frames), an  independent se t  of p rocesses  
may be d e d i c a t e d  t o  t h e  t a s k  of m a t c h i n g  t h e  user ' s  demand f o r  
t r ansmiss ion  t o  t h e  d a t a  l i n k  r e sources  which are  ava i l ab le .  

The SSDS Message D e l i v e r y  S e r v i c e  p r o v i d e s  t h e  r equ i r ed  l a y e r  of 
i n s u l a t i o n  between t h e  user ' s  a p p l i c a t i o n  and  t h e  da t a  channe l .  
Packet ized  user d a t a  con ta in  a l l  of t h e  in fo rma t ion  needed f o r  the 
SSDS t o  accountably r o u t e  t h e  var iab le- f  ormat, v a r i a b l e - l e n g t h  user 
data as they flow between a p p l i c a t i o n  processes.  

To i n t e r f a c e  with the  service, the  user a p p l i c a t i o n  p rocess  only h a s  
t o  conform t o  t h e  most basic and simply implemented rule:  a message 
m u s t  be preceded  by a s h o r t  s t a n d a r d  l a b e l  ( t h e  S o u r c e  P a c k e t  
Header). Otherwise t h e  i n t e r n a l  con ten t  and f o r m a t  of t h e  message 
i s  u n c o n s t r a i n e d  ( i t  may be e n c r y p t e d ) ,  a n d  i t s  l e n g t h  i s  o n l y  
b o u n d e d  a t  an u p p e r  l i m i t  t h a t  i s  f a r  i n  excess  o f  known 
requirements.  The Message Del ivery S e r v i c e  w i l l  then a u t o m a t i c a l l y  
p e r f o r m  t h e  b u f f e r i n g ,  t r a n s m i s s i o n ,  r o u t i n g  a n d  a c c o u n t i n g  
f u n c t i o n s  t h a t  a r e  necessary t o  move it t o  t h e  i n t ended  d e s t i n a t i o n ,  
drawing upon Data Transfer  Se rv ice  op t ions  s e l e c t e d  by t h e  user. 

I n  t h e  Space S t a t i o n  environment, t h e  CCSDS Telemetry/Telecommand 
Source  P a c k e t  f o r m a t  w i l l  be expanded ( u s i n g  b u i l t - i n  f l e x i b i l i t y  
f e a t u r e s )  by adding a s t anda rd  Secondary Header. Candidate data f o r  
i n c l u s i o n  i n  t h i s  Secondary  Header i n c l u d e  a D e s t i n a t i o n  I D ,  and  a 
C C S D S  s t a n d a r d  T i m e  Code F o r m a t  ( R e f e r e n c e  [8]) w h i c h  i s  
synchronized with p r e c i s e  Universal  Time main ta ined  by an onboard 
a t o m i c  c l o c k ,  t h u s  p r e c l u d i n g  any need f o r  t i m e  c o n v e r s i o n  or 
c a l i b r a t i o n .  The T i m e  Code (concatenated w i t h  t h e  P a c k e t  Sequence 
Count) w i l l  provide t h e  long-term unique i d e n t i f i c a t i o n  of the  set 
of data, t hus  f a c i l i t a t i n g  value-added s e r v i c e s  such as merging and 
s o r t i n g  of data. 
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W i t h i n  t h o s e  e l e m e n t s  of t h e  SSDS w h i c h  a re  "open" t o  a wide  r a n g e  
of users ( p r i n c i p a l l y  the round segment),  f i l e s  of Source P a c k e t s  

Formatted Data U n i t s  (Ref  erence [ 9 ] ) ,  t h u s  f a c i l i t a t i n g  t h e i r  i n t e r -  
p rocess  exchange, s to rage ,  r e t r i e v a l  and archiving.  The S F D U  w i l l  
be an a l m o s t  u n i v e r s a l  u n i t  of da ta  exchange  c u r r e n c y  w i t h i n  t h e  
t e r r e s t r i a l  p o r t i o n s  of t h e  SSDS. Ground user d a t a  i n  S F D U  f o r m a t  
may i n  t u r n  be r e c u r s i v e l y  encapsulated w i t h i n  Source P a c k e t s  i f  it 
is  d e s i r e d  t o  t r a n s m i t  them t o  t h e  S p a c e  S t a t i o n  e l e m e n t s  v i a  t h e  
Message Delivery Service,  e.g. f o r  data base t r a n s f e r  app l i ca t ions .  

3.2.4.2 Data Trans fe r  S e r v i c e  Implementation. 

The concept of t r a n s m i t t i n g  uplink (forward)  and downlink ( r e t u r n )  
d a t a  streams through t h e  TRDSS space/ground l i n k s  w i t h i n  t h e  SSDS is  
s l i g h t l y  d i f f e r e n t  from t h e  "conventional" t echn iques  used by CCSDS 
f r e e - f l y i n g  s p a c e c r a f t .  With c o n v e n t i o n a l  f r e e - f l y e r s ,  t h e  
downlink t y p i c a l l y  con ta ins  a medium or high-rate  stream of m u l t i -  
source payload and subsystem data, w h i l e  t he  upl ink  c o n s i s t s  of low- 
ra te  discrete telecommands or onboard memory loads. Since weight  
and  power are  u s u a l l y  s e v e r e l y  c o n s t r a i n e d  f o r  f r e e - f l y e r s ,  t h e  
des ign  of the space/ground data  l i n k s  l o c a t e s  most of the p rocess ing  
c o m p l e x i t y  on t h e  ground. The asymmetry  of t h e  p r e s e n t  CCSDS 
T e l e m e t r y  and Telecommand f o r m a t s  r e f l e c t s  t h i s  c o n v e n t i o n a l  
env i ronmen t .  The c o n v e n t i o n a l  Telecommand c h a n n e l  c o d i n g  scheme 
assumes a powerful t r a n s m i t t e d  s i g n a l  and i s  f a i r l y  u n s o p h i s t i c a t e d  
so t h a t  d e c o d i n g  i s  s i m p l e ;  t h e  Telecommand T r a n s f e r  Frame 
s t r u c t u r e  ( v a r i a b l e  l e n g t h )  e x p l o i t s  t h i s  l o w e r - l a y e r  " c l e a n  
c h a n n e l "  envi ronment .  The c o n v e n t i o n a l  T e l e m e t r y  T r a n s f e r  Frame 
assumes a weak- s igna l  n o i s y  channe l ,  so it i s  of f i x e d  l e n g t h  t o  
f a c i l i t a t e  s y n c h r o n i z a t i o n .  The c o n v e n t i o n a l  T e l e m e t r y  Channel  
Coding scheme assumes a f a i r l y  competent decoding capabili ty. .  

However, f o r  t h e  Space  S t a t i o n  t h e  c o n t e n t s  of t h e  u p l i n k  a n d  
downlink data streams are ac tua l ly  nea r ly  i d e n t i c a l  (e.g: low/medium 
r a t e  p a y l o a d  and  e n g i n e e r i n g  d a t a ;  computer - to-computer  d a t a  
excnange;  t e x t  and  g r a p h i c s ;  a n d  d i g i t a l  t e l e v i s i o n  p l u s  v o i c e ) .  
The major d i f f e r e n c e  i s  t h a t  the downlink i s  d r i v e n  towards 300 Mb/s 
da t a  r a t e s  by h i g h - r a t e  imaging i n s t r u m e n t s  w h e r e a s  t h e  u p l i n k  i s  
bounded by TDRSS c a p a c i t y  t o  a b o u t  25 Mb/s. The u p l i n k  f o r  t h e  
Space S t a t i o n  i n  fac t  resembles t h e  downlink for  many convent ional  
f r e e - f l y e r s .  F u r t h e r m o r e ,  t h e  p h y s i c a l  c h a r a c t e r i s t i c s  of t h e  
TDRSS u p l i n k  a n d  downl ink  s a t e l l i t e  da ta  c h a n n e l s ,  t h r o u g h  which  
SSDS d a t a  f low,  a r e  v i r t u a l l y  t h e  same. 

I n  view of this unique Space S t a t i o n  environment, t h e  standard CCSDS 
TELEHETRY T r a n s f e r  F r a m e  and TELEHETRY C h a n n e l  C o d i n g  d a t a  
s t r u c t u r e s  have  been se lec ted  f o r  b i d i r e c t i o n a l  u s e  on t h e  TDRSS 
l i n k :  t h e  convent ional  CCSDS Telecommand Transfer  Frame and Channel 
Coding l a y e r s  w i l l  not  be u s e d  i n  t h i s  app l i ca t ion .  

w i l l  be a g g r e g a t e d  t o g e t  gh er a n d  e n c a p s u l a t e d  w i t h i n  S t a n d a r d  
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. 

The r a t i o n a l e  for  using t h e  Telemetry Transfer  Frame (Reference 121) 
a s  t h e  s t a n d a r d  b i d i r e c t i o n a l  d a t a  l i n k  f o r m a t  w i t h i n  t h e  Data 
Trans fe r  Serv ice  i s  as f Ollows: 

1. 

2.  

3 .  

I 

T h e  Te leme t ry  T r a n s f e r  Frame h a s  been o p t i m i s e d  by CCSDS f o r  
very e f f i c i e n t  channel u t i l i z a t i o n .  

I t  i s  a f i x e d  l e n g t h  da t a  s t r u c t u r e ,  s u i t a b l e  f o r  u s e  on n o i s y  
data channels. The p r e s e n t  implementat ion i n d i c a t e s  t h a t  f rame 
s i z e  i n  t he  r e g i o n  of 8 t o  1 0  k - b i t s  w i l l  perform w e l l ,  which 
t u r n s  o u t  t o  be a v e r y  c o n v e n i e n t  segment  of da t a  t o  be h a n d l i n g  
on data l i n k s  ope ra t ing  a t  multi-megabit  rates. 

The f rame is organized around the  concept of "Vir tua l  Channels", 
which p r o v i d e s  a mechanism f o r  s e g r e g a t i n g  d i f f e r e n t  t y p e s  of 
data, t r ansmi t t ed  s e r i a l l y  through a common data channel,  i n t o  
s e v e r a l  l o g i c a l l y - p a r a l l e l  pa ths .  T h i s  p e r m i t s  t h e  h i g h  r a t e  
se r ia l  stream t o  be immediately s p l i t  i n t o  many p a r a l l e l  lower- 
r a t e  d a t a  h a n d l i n g  p r o c e s s e s  a t  t h e  r e c e i v i n g  end, u s i n g  
r e l a t i v e l y  unsophi s t i  cated hardware, t hus  s i g n i f i c a n t l y  reducing 
t h e  requirements f o r  developing high ra te  process ing  technology. 

The Data Transfer S e r v i c e  w i l l  suppor t  the  Message Del ivery S e r v i c e  
by moving s t a n d a r d  CCSDS Source  P a c k e t s  t h r o u g h  n o i s y  s p a c e  da ta  
channe l s .  Some h i g h - r a t e  users  may choose  n o t  t o  p a c k e t i z e  t h e i r  
d a t a ,  i n  w h i c h  case they  may c rea te  t h e i r  own T e l e m e t r y  T r a n s f e r  
Frames which  t h e  Data Transfer  S e r v i c e  w i l l  i n t e g r a t e  i n t o  i t s  own 
s t ream of frames. A l t e r n a t i v e l y ,  u se r s  may i n t e r f a c e  w i t h  t h e  
s e r v i c e  a t  a " b i t s t r e a m "  l e v e l ,  i n  wh ich  case t h e  "Asynchronous" 
f e a t u r e  of t h e  Telemetry Transfer  Frame w i l l  be invoked and t h e  user 
d a t a  w i l l  be s imply  poured  i n t o  t h e  d a t a  f i e l d  of f r a m e s  on a 
p a r t i c u l a r  V i r t u a l  Channel,  f o r  movement t h r o u g h  t h e  l i n k  a n d  
subsequent unstructured d e l i v e r y  b a c k  t o  t h e  user. Note, however, 

w i t h  t h e  Data Transfer S e r v i c e  a t  t h e  f rame or bitstream l e v e l  w i l l  
i n h e r e n t l y  have t o  become i n v o l v e d  w i t h  t h e  d a t a  l i n k  management 
pro ce s se s . 

I t h a t  u s e r s  who bypass  t h e  Message D e l i v e r y  S e r v i c e  a n d  i n t e r f a c e  

I 

I t  i s  a n t i c i p a t e d  t h a t  i n  t h e  Space S t a t i o n  a p p l i c a t i o n  t h e  s t anda rd  
CCSDS T e l e m e t r y  Transfer  Frame w i l l  be expanded, using t h e  b u i l t - i n  
f l e x i b i l i t y  f e a t u r e  of d e f i n i n g  a s t a n d a r d  Secondary  Header, t o  
i n c l u d e  f o r m a t  e l e m e n t s  t h a t  s u p p o r t  v e r y  h i g h  s p e e d  r o u t i n g  
opera t ions ,  such a s  p rov i s ion  of more V i r t u a l  Channels, an expanded 
sequence count, and header e r r o r  p ro tec t ion .  

3.2.4.3 Data Integrity Service Implementation. 

The T e l e m e t r y  Trans fe r  Frame h a s  been o p t i m i z e d  t o  f i t  w i t h i n  t h e  
high-perf ormance Reed-Solomon codeblock s t ruc ture  t h a t  is de f ined  i n  
R e f e r e n c e  [ 3 ] ,  t h e  CCSDS Recommendation f o r  T e l e m e t r y  Channel  
Coding. The Reed-Solomon (R-S) scheme is an extremely low overhead 
a n d  h i g h  per formance  code  w h i c h  is  c a p a b l e  of b e i n g  c h e a p l y  
i m p l e m e n t e d  a t  m o d e r a t e  ( m u l t i - m e g a b i t  p e r  s econd)  r a t e s  i n  bo th  
f l i g h t  and ground hardware. It i s  a s y s t e m a t i c  block-oriented code 
which  does  not  s c r a m b l e  t h e  user  da t a  and  w h i c h  c a n  c o r r e c t  l a r g e  
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numbers of random and bu r s t  errors .  Note t h a t  i n  t h e  Space S t a t i o n  
e n v i r o n m e n t  t h e  R-S codeblock  w i l l  NOT be c o n c a t e n a t e d  w i t h  t h e  
convolu t iona l  code, which  w i l l  be discarded f o r  t h i s  a p p l i c a t i o n .  

Because R-S is a block-oriented code, a l l  of t h e  R-S p a r i t y  b i t s  are 
simply appended t o  t h e  end of the  frame. Therefore  some frames can 
be t r a n s m i t t e d  w i t h  t h e  R-S p a r i t y  b i t s  a t t a c h e d  ( p e r m i t t i n g  
v i r t u a l l y  p e r f e c t  frame data q u a l i t y  t o  be achieved af ter  decoding, 
and even a l lowing  decoding t o  be op t iona l  i f  t h e  channel performance 
i s  s u f f i c i e n t l y  good) whereas o thers  can be t r a n s m i t t e d  w i t h o u t  t h e  
R-S p r o t e c t i o n ,  i n  which case the frame w i l l  ope ra t e  a t  whatever the 
TDRSS channel b i t  e r r o r  ra te  i s  (nominally abou t  1x10*-5). 

By s e l e c t i v e l y  R-S e n c o d i n g  s o m e  f r a m e s ,  and t r a n s m i t t i n g  o t h e r s  
uncoded ( t o  save  t h e  15% coding overhead), d i f f e r e n t  data  q u a l i t i e s  
can be provided f o r  d i s s i m i l a r  data types being t r a n s m i t t e d  through 
the  common TDRSS channel. Th i s  feature  provides  t h e  founda t ion  f o r  
the d i f f e r e n t  "Grades" of s e rv i ce  de f ined  f o r  the CCSDS. Grade-I11 
and Grade-IV s e r v i c e  w i l l  be  implemented by p l ac ing  data i n  uncoded 
T r a n s f e r  Frames. Grade-I1 s e r v i c e  ( e r r o r - f r e e  d e l i v e r y )  w i l l  be 
a c h i e v e d  by R-S e n c o d i n g  t h e  T r a n s f e r  Frames. Grade-I s e r v i c e  
( e r ro r - f r ee  and  c o m p l e t e  d e l i v e r y )  w i l l  be a c c o m p l i s h e d  by R-S 
e n c o d i n g  t h e  f r a m e s  and  i m p l e m e n t i n g  a n  ARQ (au tomat ic  r e p e a t  
queueing)  protocol so t h a t  frames which are not  rece ived  c o r r e c t l y  
w i l l  be r e t r ansmi t t ed .  

The  CCSDS Command O p e r a t i o n  Procedure  ("COP", see R e f e r e n c e  [ 6 ] )  
w i l l  f o m  the  basis f o r  the  b i d i r e c t i o n a l  r e t r a n s m i s s i o n  p ro toco l  on 
t h e  TDRSS da ta  l i n k  t h a t  i n t e r c o n n e c t s  t h e  Space  S t a t i o n  w i t h  t h e  
ground. The format e lements  i n  t h e  Telecommand Transfer  Frame t h a t  
s u p p o r t  t h e  COP w i l l  be p l a c e d  i n  a new Space S t a t i o n  s t a n d a r d  
Secondary Header w i t h i n  t h e  T e l e m e t r y  Transfer Frame. 

3.2.4.4 D a t a  Link Operations Concept. 

The e f f i c i e n t ,  h igh-per f  ormance u t i l i z a t i o n  of t h e  b i d i r e c t i o n a l  
TDRSS 'pipeline",  which forms t h e  e l e c t r o n i c  u m b i l i c a l  between t h e  
s p a c e  and ground s e g m e n t s  of t h e  SSDS, i s  one of t h e  most  c r i t i c a l  
p a r t s  of the system. 

The  o p e r a t i o n s  concep t  f o r  a p p l y i n g  t h e  CCSDS T e l e m e t r y  T r a n s f e r  
Frame t o  t h e  SSDS space/ground d a t a  l i n k  through TDRSS i s  summarized 
i n  Figure-13. The TDRSS uplink and d o w n l i n k  data channels  are both  
s y m m e t r i c a l l y  d i v i d e d  i n t o  1 0 , 0 8 0 - b i t  d a t a  t r a n s m i s s i o n  " s l o t s " ,  
each of which is synchronously occupied by one R-S coded or  uncoded 
CCSDS T e l e m e t r y  T r a n s f e r  Frame a t t a c h e d  t o  one p a r t i c u l a r  V i r t u a l  
Channel.  Note t h a t  t h e  1 0 , 0 8 0 - b i t  s l o t  l e n g t h  was chosen  a s  t h e  
s t r awman ,  i n s t e a d  of t h e  10 ,200-b i t  b lock  descr ibed  i n  t h e  CCSDS 
B l u e  Books ( R e f e r e n c e s  [ 2 ]  , [ 3 ] )  , because i t  i s  d i v i s i b l e  i n t o  32- 
b i t  words t h a t  f a c i l i t a t e  high speed data handling. When encoded, 
t h e  s h o r t e r  codeblock l e n g t h  is achieved us ing  Reed-Solomon v i r t u a l  
f i l l  techniques.  
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The T e l e m e t r y  T r a n s f e r  Frame c o n t a i n s  t h e  s t a n d a r d  CCSDS P r i m a r y  
Header, w h i c h  w i l l  be ex tended  by a d d i n g  a new s t a n d a r d  Space  
S t a t i o n  Secondary Header conta in ing  e r  ror-pr o t e c t e d  V i r t u a l  Channel 
s w i t c h i n g  i n f o r m a t i o n .  A s m a l l  s t a t u s  i n s e r t  zone  may be p l a c e d  
after +-he Secondary Eeader f o r  t h e  i n s e r t i o n  of any "hea r tbea t "  data 
t y p e s  w h i c h  requi re  synchronous  s a m p l i n g  i n  e v e r y  f rame,  The  
m a j o r i t y  of t h e  u s e r  d a t a  ( e i t h e r  p a c k e t i z e d  or  u n s t r u c t u r e d  
b i t s t r e a m s )  is placed i n  t h e  frame d a t a  field. 

E a c h  1 0 , 0 8 0 - b i t  s l o t  on t h e  u p l i n k  and downl ink  data  c h a n n e l s  
therefore con ta ins  one CCSDS Telemetry Transfer  Frame, b e a r i n g  i t s  I 

own unique V i r t u a l  Channel ID. If the  user da ta  carried w i t h i n  the 
f rame are not  t o l e r a n t  of t r ansmiss ion  e r r o r s  (Grade-I or Grade-I1 
s e r v i c e ) ,  t h e  f r a m e  w i l l  be a s s i g n e d  t o  a V i r t u a l  Channel  t h a t  i s  
R-S encoded: i n  t h i s  case t h e  Trans fe r  Frame c o n t a i n s  8800-bi t s  of 
i n f o r m a t i o n ,  f o l l o w e d  by 1 2 8 0 - b i t s  of R-S p a r i t y .  I f  t h e  d a t a  
ca r r i ed  w i t h i n  t h e  frame a r e  e r r o r - t o l e r a n t  (e.g. Grade-I11 o r  
Grade-IV s e r v i c e  f o r  d i g i t a l  t e l e v i s i o n ,  h i g h  r a t e  imag ing ,  b u l k  
t r ans fe r ,  etc.) t h e n  t h e  f r ame  i s  a s s i g n e d  t o  a n  uncoded V i r t u a l  
Channel :  i n  t h i s  case t h e  R-S p a r i t y  b i t s  are  o m i t t e d  a n d  t h e  
T r a n s f e r  Frame w i t h i n  t h a t  V i r t u a l  C h a n n e l  c o n t a i n s  1 0 , 0 8 0  
i n f o r m a t i o n  b i t s  (Le. i t  has  a l onge r  data f i e ld ) .  

The d i f f e r e n t  user data t y p e s  which  may be s i m u l t a n e o u s l y  carr ied 
t h r o u g h  t h e  common d u p l e x  TDRSS c h a n n e l  by u s i n g  t h i s  " i n t e g r a t e d  
d i g i t a l  data l i n k "  t e c h n i q u e  a r e  i n d i c a t e d  i n  F igure-13 .  On t h e  
downl ink  p a t h  ( t h e  300 Mb/s TDRSS K-band s i n g l e  access c h a n n e l ,  
s p l i t  i n t o  I and  Q p a t h s  o p e r a t i n g  a t  150  Mb/s each),  coded and  
uncoded Telemetry Transfer  Frames are i n t e r l e a v e d  and synchronously 
i n s e r t e d  i n t o  t h e  1 0 , 0 8 0 - b i t  " s l o t s " .  Uncoded frames p r o v i d e  one 
g r a d e  of user s e r v i c e  by c a r r y i n g  i m a g i n g  and  o p e r a t i o n a l  d i g i t a l  
TV. The coded f r a m e s  p r o v i d e  a n o t h e r  g r a d e  of user s e r v i c e  by 
c a r r y i n g  CCSDS S o u r c e  P a c k e t s  c o n t a i n i n g  g e n e r a l  p a y l o a d  a n d  
eng inee r ing  data, t e x t ,  graphics,  data bases t r ans f  ers, audio, etc. 
(Note t h a t  c u r r e n t  NASA con t r ac to r  s t u d i e s  have i n d i c a t e d  t h a t  t h e  
maximum a n t i c i p a t e d  d e l a y s  in t roduced  by such  a system appear t o  be 
c o n s i s t e n t  w i t h  a u d i o  r e q u i r e m e n t s :  o t h e r w i s e ,  t h e  c a p a b i l i t y  
e x i s t s  t o  p l a c e  a u d i o  synchronous ly  i n  t h e  frame v i a  t h e  " s t a t u s  
i n s e r t "  fea ture ,  w h i c h  a l l o w s  s u c h  data  t o  be placed i n  a special  
zone f o l l o w i n g  t h e  Secondary Header i n  each frame).  

A t  t h e  r ece iv ing  end of t h e  TDRSS l i n k s ,  t h e  high r a t e  serial  stream 
of f rames  is  immediately s p l i t  i n t o  p a r a l l e l  V i r t u a l  Channels,  and 
these se lec ted  f r a m e s  a r e  r o u t e d  t o  a p p r o p r i a t e  l o w e r - r a t e  d a t a  
h a n d l e r s  such as decoders, packet e x t r a c t o r s ,  data c a p t u r e  devices ,  
e tc ,  T h i s  c o n c e p t  of V i r t u a l  C h a n n e l  s w i t c h i n g  i n  order to 
t r a n s f o r m  a complex  h i g h - r a t e  serial data p r o c e s s i n g  t a s k  i n t o  a 
m o d u l a r  set of lower-rate parallel processes i s  of c r i t i ca l  
s i g n i f i c a n c e  t o  t h e  d e s i g n  of t h e  SSDS. By s p l i t t i n g  t h e  s e r i a l  
s t r e a m  i n t o  many p a r a l l e l  v i r t u a l  p a t h s  a w i d e  r a n g e  o f  
archi tectural  op t ions  a r e  opened up f o r  process ing  and d i s t r i b u t i n g  
user data.  

Closed-loop r e t r a n s m i s s i o n  p ro toco l s  ( u s i n g  t h e  CCSDS "COPS") w i l l  
be implemented f o r  cer ta in  V i r t u a l  Channels c a r r y i n g  c r i t i c a l  data 
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w h i c h  c a n n o t  t o l e r a t e  da t a  o u t a g e s .  The  e l e m e n t s  of p r o t o c o l  
required t o  execute the closed-loop COPS ( p r e s e n t l y  con ta ined  i n  t h e  
CCSDS Telecommand T r a n s f e r  Frame, w h i c h  w i l l  n o t  be used i n  t h e  
SSDS) w i l l  be p l a c e d  i n  t h e  Secondary  Header of t h e  T e l e m e t r y  
T r a n s f e r  Frames a s s i g n e d  t o  t h o s e  V i r t u a l  Channel  w h i c h  u s e  
r e t r a n s m i s s i o n  techniques. f d e n t i c a l  data hand1 i n g  t echn iques  w i l l  
be u s e d  on both the downlink and upl ink data channels. 

I n  t h e  i n i t i a l  o r b i t a l  c o n f i g u r a t i o n  of t h e  S p a c e  S t a t i o n  
conf igu ra t ion ,  i t  is  a n t i c i p a t e d  t h a t  a " d e t e r m i n i s t i c "  m u l t i p l e x i n g  
scheme may be implemen ted  i n  o r d e r  t o  s i m p l i f y  t h e  p r o c e s s i n g  a n d  
t e s t i n g  t a s k s ,  1.e. t h e  s e q u e n c e  i n  w h i c h  f r a m e s  f rom d i f f e r e n t  
V i r t u a l  Channels a r e  t r a n s m i t t e d  w i l l  be p re -e s t ab l i shed  and w i l l  
m a t c h  t h e  t o t a l  m i x  of c o r e  a n d  p a y l o a d  d a t a  t h a t  a r e  t o  b e  
t ransmi t ted .  As t h e  system matures, t h e  m u l t i p l e x i n g  scheme w i l l  
become "adaptive", i.e. smarter onboard p rocesses  w i l l  dynamical ly  
ma tch  user d a t a  t r a n s m i s s i o n  demand t o  t h e  a v a i l a b l e  c h a n n e l  
capac i ty  by varying t h e  V i r t u a l  Channel swi t ch ing  sequence. 

3.2.4.5 D a t a  Privacy and Security Concept. 

I t  i s  a f i r m  r e q u i r e m e n t  t h a t  t h e  SSDS m u s t  p r o v i d e  a n  adequa te  
l e v e l  of da ta  s e c u r i t y .  S e c u r i t y  r e q u i r e m e n t s  f a l l  i n t o  two  main  
c a t e g o r i e s :  

1. Source data  p ro tec t ion .  

For r e a s o n s  of commerc ia l  s e c u r i t y ,  a p a y l o a d  user may w i s h  t o  
p r e v e n t  compet ing  o r g a n i z a t i o n s  f rom i n t e r p r e t i n g  h i s  d a t a .  The 
SSDS c o n c e p t  i s  t h a t  s u c h  users  w i l l  e n c r y p t / d e c r y p t  t h e  da t a  
c o n t e n t s  of t h e i r  Telemetry or  Telecommand Source P a c k e t s ,  b u t  t h a t  
t h e  P a c k e t s  w i l l  be t r a n s m i t t e d  w i t h  their  headers i n  c l e a r  t e x t  so 
t h a t  they may be  routed  through t h e  system. 

2 . Operat ional  data p ro tec t ion .  

For r e a s o n s  of o p e r a t i o n a l  s e c u r i t y ,  u n a u t h o r i z e d  a t t e m p t s  t o  
m a n i p u l a t e  t h e  Space  S t a t i o n  o r  i t s  p a y l o a d s  m u s t  be p r e v e n t e d .  
T h i s  r e q u i r e s  t h a t  data addressed t o  a p a r t i c u l a r  s u b s y s t e m  or  
p a y l o a d  m u s t  be p r o v i d e d  w i t h  a u t h e n t i c a t i o n  t h a t  i d e n t i f i e s  t h e  
s e n d e r  as a p r o p e r l y  a u t h o r i z e d  i n d i v i d u a l .  The  SSDS c o n c e p t  i s  
t h a t  such  an  a u t h e n t i c a t i o n  f i e l d  w i l l  be a t t a c h e d  t o  the  user data 
i n t e r n a l  t o  a P a c k e t  o r  Frame, b u t  t h a t  t h e  Packets  o r  Frames w i l l  
be t r a n s m i t t e d  w i t h  clear-text headers. 

T h e  CCSDS d a t a  s t r u c t u r e s  have  been s p e c i f i c a l l y  d e s i g n e d  t o  be 
c o m p a t i b l e  w i t h  e n c r y p t i o n  o r  a u t h e n t i c a t i o n  of t h e  S o u r c e  P a c k e t  
Data F i e l d ,  or a u t h e n t i c a t i o n  of t h e  T r a n s f e r  Frame Data F i e l d .  
T h i s  a p p r o a c h  p r o v i d e s  f u l l  o p e r a t i o n a l  d a t a  s e c u r i t y  a n d  
p r o t e c t i o n ,  w h i l e  p e r m i t t i n g  i n t e r m e d i a t e  d a t a  r o u t i n g  a n d  
a c c o u n t i n g  p r o t o c o l s  t o  be a c h i e v e d  t h r o u g h  u n s e c u r e  sys t ems .  It 
should be noted t h a t  t h i s  approach does not  p r o t e c t  a g a i n s t  d e n i a l  
of access (Le .  j amming) ,  w h i c h  requi res  s p e c i a l i z e d  a n t i j a m m i n g  
t echn iques  a t  the data channel l e v e l  t ha t  are  not discussed here in .  
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The purpose of this s e c t i o n  of the Report is t o  lay-out  a f u n c t i o n a l  
d e s i g n  f o r  t h e  S p a c e  S t a t i o n  Data S y s t e m ,  w h i c h  f u l l y  a n d  
r e c u r s i v e l y  u s e s  t h e  data handling t echn iques  described by t h e  CCSDS 
Recommendations. I n  S e c t i o n  4.1, a s imple  architectural  "bu i ld ing  
b lock"  i s  d e f i n e d  a n d  some p o s s i b l e  s y s t e m  c o n f i g u r a t i o n s  a r e  
developed. I n  S e c t i o n  4.2 these c o n f i g u r a t i o n s  are expanded i n t o  a 
c a n d i d a t e  f u n c t i o n a l  design for  the e n t i r e  SSDS. 

4.1 BASIC .BUILDING BLOCK. OF NETWORK Topo&OGY. 

The proposed f u n c t i o n a l  SSDS design i s  based on modular, r e c u r s i v e  
a p p l i c a t i o n  of t h e  basic a r c h i t e c t u r a l  bu i ld ing  block which i s  shown 
i n  F igure-14 .  Note that t h i s  i s  a l o g i c a l  view which is  n o t  
i n t e n d e d  t o  imply  any p a r t i c u l a r  p h y s i c a l  a r c h i t e c t u r e  ( s u c h  as a 
r i n g  or s t a r  conf igu ra t ion ) .  

(ANOTHER LAN) 
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FIGURE -14: SSDS ARCHITECTURAL BUILDING BLOCK 
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The abs t rac t  SSDS a r c h i t e c t u r a l  l a y e r s  a r e  mapped i n t o  t h e  f o l l o w i n g  
c o n c r e t e  func t ions  w i t h i n  t h i s  bu i ld ing  block: 

0 ' A p p l i c a t i o n  P r o c e s s e s m  ( A P ' s ) ,  r e s i d i n g  i n  t h e  A p p l i c a t i o n  
Process  Layer. 

o ' L o c a l  Area N e t w o r k s '  ( L A N ' s )  a n d  'LAN Gateways', r e s i d i n g  i n  
t h e  Local Networking Layer. 

o ' L i n k  C o n t r o l l e r s ' ,  r e s i d i n g  i n  t h e  Space  Data L i n k  Laye r  and 
provid ing  t h e  i n t e r f a c e  between t h e  Local Networking Layer and 
t h e  Space Data Channel Layer. 

o " C h a n n e l  Concentrators and D e c o n c e n t r a t o r s " ,  r e s i d i n g  i n  t h e  
Space  Data Channel  Layer  and  c o n n e c t e d  t o  "RF T e r m i n u s '  
equipnent.  

W i t h i n  a p a r t i c u l a r  Space  S t a t i o n  f u n c t i o n a l  da t a  h a n d l i n g  node 
(Le. core, payload  module,  i n t e r n a t i o n a l  e l e m e n t ,  COP, POP, E M U ,  
f r e e  f l y e r ,  OMV, etc.) d i s t r i b u t e d  s u b s y s t e m s  or i n s t r u m e n t s  
c o n t a i n i n g  u s e r - d e f i n e d  A P ' s  a r e  i n t e r c o n n e c t e d  v i a  L o c a l  Area 
N e t w o r k s .  T h e  LAN's  may, i f  f e a s i b l e ,  u s e  commercial o f f - t h e -  
she l f  protocols :  the  CCSDS has  made no recommendations concerning 
t h e  s e l e c t i o n  of a LAN p r o t o c o l .  Each A P  i s  c o n n e c t e d  t o  t h e  LAN 
v i a  a "ne twork  i n t e r f a c e  u n i t "  ( N I U ) .  The CCSDS recommends t h a t  
t h e  Source Packet be adopted as  t h e  un ive r sa l  p ro tocol  data u n i t  f o r  
i n t e r f a c i n g  a n  A P  w i t h  t h e  N I U .  T h e  N I U  w i l l  c o n t r o l  t h e  t r a n s f e r  
of Source Packets across t h e  LAN t o  t h e i r  des t ina t ion .  

D i s s imi l a r  LAN's  may be in t e rconnec ted  by LAN Gateways, which p e r m i t  
A P I s  i n  d i f f e r e n t  e l e m e n t s  t o  communicate  w i t h  each  o t h e r ,  or t o  
draw upon e x t e r n a l  communications serv ices .  

A P ' s  which subscribe t o  t h e  Message Del ivery Se rv ice  m u s t  t r a n s m i t  
and r e c e i v e  messages using t h e  CCSDS Source P a c k e t  data s t r u c t u r e .  
The Packet l e n g t h ,  source,  and d e s t i n a t i o n  I D I S  (a d e s t i n a t i o n  f i e l d  
w i l l  be added  t o  t h e  s t a n d a r d  Space  S t a t i o n  Secondary  Header) a r e  
i n t e r p r e t e d  by the N I U  i n  order  t o  determine t h e  Packet's t r a n s p o r t  
r e q u i r e m e n t s .  The  N I U  i n t e r f a c e s  w i t h  t h e  LAN, w h i c h  moves t h e  
P a c k e t  a round t h e  onboard  sys tem.  The  LAN b r e a k s  t h e  v a r i a b l e  
l e n g t h  CCSDS Source P a c k e t s  i n t o  i t s  own convenient-s ized "network 
p a c k e t s "  a n d  sends  them t o  t h e  p r o p e r  d e s t i n a t i o n  A P  w i t h i n  t h e  
onboard system, or t o  an  a p p r o p r i a t e  Link Cont ro l le r .  The N I U  which 
s e r v i c e s  t h e  d e s t i n a t i o n  A P  o r  L i n k  C o n t r o l l e r  r e c e i v e s  t h e  
a p p r o p r i a t e  network p a c k e t s ,  r e a s s e m b l e s  t h e  S o u r c e  P a c k e t  
( d i s c a r d i n g  the l o c a l  network heade r s ) ,  and d e l i v e r s  t h i s  Packet  t o  
t h e  addressed AP. T h i s  scheme a l l o w s  onboard  i n t e r c o m m u n i c a t i o n  
between any of the user AP's, or connect ion t o  t h e  o u t s i d e  world v i a  
Link Control lers .  

The  L i n k  C o n t r o l l e r s ,  c o n n e c t e d  t o  t h e  LAN,  a r e  p r i n c i p a l  
components of t h e  Data Transfer  Service.  These dev ices  pe rmi t  t h e  
Space  S t a t i o n  e l e m e n t  t o  communicate  w i t h  t h e  ground ( o r  w i t h  
a n o t h e r  o r b i t i n g  e l e m e n t )  v i a  a s u i t a b l e  d a t a  l i n k .  They s u p p o r t  
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the  Message Delivery Serv ice  by performing t h e  m u l t i p l e x i n g  of CCSDS 
S o u r c e  P a c k e t s  i n  and o u t  of t h e  CCSDS T e l e m e t r y  T r a n s f e r  F r a m e  
s t ruc tu re  t h a t  is  used  as t h e  b i d i r e c t i o n a l  data l i n k  protocol.  The 
Link C o n t r o l l e r s  create frames a s s o c i a t e d  w i t h  each of t h e  V i r t u a l  
Channels ,  and ( f o r  convenience  of i m p l e m e n t a t i o n )  p r o v i d e  t h e  
i n t e r f a c e  t o  t h e  c h a n n e l  l a y e r  by p e r f o r m i n g  t h e  Reed-Solomon 
encoding or decoding as required. 

Users who do not  subscr ibe t o  t h e  Message Del ivery Se rv ice  may use  
t h e  Data Transfer  Serv ice  by i n t e r f a c i n g  w i t h  t h e  Link C o n t r o l l e r s  
a t  a b i t s t r e a m  l e v e l ,  i n  w h i c h  case t h e i r  data stream w i l l  be 
a s y n c h r o n o u s l y  i n s e r t e d  i n t o  t h e  T r a n s f e r  Frame da t a  f i e l d  by t h e  
c o n t r o l l e r s .  A l t e r n a t i v e l y ,  high rate users may i n t e r n a l l y  emulate 
t h e  f u n c t i o n  of a Link  C o n t r o l l e r  by o u t p u t t i n g  f u l l y - f o r m e d  
Trans fe r  Frames (con ta in ing  data i n  user-def i ned  format) which are 
a s s o c i a t e d  w i t h  t he i r  p r e - a s s i g n e d  V i r t u a l  Channel ,  i n  wh ich  case 
the s e r v i c e s  of t h e  SSDS Link C o n t r o l l e r s  are bypassed. 

The  i n p u t s  and  o u t p u t s  of t h e  L ink  C o n t r o l l e r s  c o n s i s t  of many 
d i f f e r e n t  Telemetry Transfer  Frames, associated w i t h  many parallel  
V i r t u a l  Channels.  These  f r a m e s  are  a g g r e g a t e d  i n t o  a s y n c h r o n o u s  
serial  stream of Frames f o r  t ransmiss ion  through t h e  data channel by 
t h e  Channel  C o n c e n t r a t o r s ,  or are s p l i t  back o u t  i n t o  p a r a l l e l  
V i r t u a l  Channels by t h e  Channel Deconcentrators.  The Concent ra tors  
a n d  D e c o n c e n t r a t o r s  a re  connec ted  t o  t h e  data c h a n n e l  by R F  ( r a d i o  
frequency)  Terminus equipment, which handles  t h e  e s t ab l i shmen t  and 
maintenance of the phys ica l  s igna l  path between elements. 

The simplest p o s s i b l e  end-to-end c o n f i g u r a t i o n  of an SSDS is shown 
i n  F igure-15 ,  where two  of these basic  b u i l d i n g  b l o c k s  (one  i n  t h e  
space segment,  one i n  t h e  ground system) a r e  in t e rconnec ted  v i a  the 
b i d i r e c t i o n a l  TDRSS data channels .  T h i s  m i g h t  r e p r e s e n t  a v e r y  
e a r l y  s t a g e  of t h e  i n i t i a l  o r b i t a l  capab i l i t y .  

A more complex c o n f i g u r a t i o n  is depicted i n  F igure-16  c o n t a i n i n g  
f ree- f lyers ,  i n t e r n a t i o n a l  modules, and mult iple  data l inks .  (Note 
t h a t  f o r  c l a r i t y  o n l y  t h e  o r b i t a l  c o n s t e l l a t i o n  i s  shown: t h e  
g round  s y s t e m  would be a mi r ro r - image) .  T n e  d i ag ram snows how 
f r e e - f l y e r s  may communicate e i t h e r  w i t h  t h e  Space S t a t i o n  or w i t h  
their  own ground networks. Gateways between t h e  NASA Space S t a t i o n  
LAN a n d  t h e  L A N ' s  i n  t h e  Canadian, ESA o r  J a p a n e s e  e l e m e n t s  a re  
i n d i c a t e d .  The  c a p a b i l i t y  of t h e  ESA or J a p a n e s e  e l e m e n t s  t o  
communicate independent ly  w i t h  t h e i r  users v i a  Data Relay Sa te l l i t es  
i s  i d e n t i f  led. Note a l s o  t h e  c ross -s t rapping  i n t e r c o n n e c t i o n s  t h a t  
are p o s s i b l e  a t  t h e  i n t e r f a c e  between t h e  Link C o n t r o l l e r s  and t h e  
Channel  C o n c e n t r a t o r s ,  where t h e  g l o b a l  i n t e r o p e r a b i l i t y  of t h e  
CCSDS Transfer  Frame data s t r u c t u r e  i s  evident .  

T h e  s i m p l i c i t y  of t h e  bas i c  b u i l d i n g  b l o c k  i s  a p p a r e n t  i n  t h e s e  
diagrams: it can be concatenated a lmost  ad- inf in i tum t o  expand or 
c o n t r a c t  t o  accommodate a lmos t  any c o n c e i v a b l e  complex s y s t e m  
topo logy .  The f l e x i b i l i t y  a n d  m o d u l a r i t y  of t h e  i n t e r n a t i o n a l l y -  
a g r e e d  CCSDS da t a  s t r u c t u r e s ,  a p p l i e d  u n i v e r s a l l y  and r e c u r s i v e l y  
throughout  the  system, i s  a l s o  revealed. 
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4.2 DETAILED 9STRAWHAN9 FUNCTITONAL DESIGN. 

Using t h e  complex o r b i t a l  c o n s t e l l a t i o n  shown i n  Figure-16 as a 
s t a r t i n g  po in t ,  a conc re t e  f u n c t i o n a l  des ign  f o r  t h e  e n t i r e  SSDS has  
been created by t h e  Space S t a t i o n  Advisory Group. Our o b j e c t i v e  is  
t o  show how a f l e x i b l e ,  s tandard ized ,  i n t e r o p e r a b l e  system can be 
cons t ruc t ed  by t h e  s t r a i g h t f o r w a r d  modular l i n k i n g  of a r c h i t e c t u r a l  
bu i ld ing  blocks, and by t h e  c o n s i s t e n t  use  of a very small  number Of 
s imple  CCSDS data structures.  

We o f f e r  t h i s  candida te  end-to-end design as a "strawman" i n  order 
t o  c a t a l y z e  more detailed a n a l y s i s  and d i scuss ion ,  w i t h  t h e  thought  
t h a t  through t h e  process  of c a r e f u l  review and ref inement  by t h e  
agenc ie s  and c o n t r a c t o r s  involved  w i t h  t h e  Space S t a t i o n  program i t  
may poss ib ly  become a base l ined  conf igu ra t ion  f o r  t h e  SSDS. 

The proposed SSDS des ign  i s  presented  i n  Figure-17, which i s  
a t t a c h e d  as  a fold-out  (a long  w i t h  a legend d e s c r i b i n g  t h e  
a b b r e v i a t i o n s  u s e d )  a t  the end of t h i s  r epor t .  ( I t  i s  recommended 
t h a t  you study t h i s  diagram fo r  a while ,  and then  l e a v e  it fo lded-  
o u t  w h i l e  you read f u r t h e r . )  A t  f i r s t  glance t h i s  appea r s  t o  be a 
complicated diagram, b u t  wi th  a l i t t l e  examination it w i l l  be seen 
t h a t  i t  i s  highly s t ruc tu red  and modular, using only a f e w  f u n c t i o n s  
and data i n t e r f a c e s  wh ich  are r e c u r s i v e l y  r e p l i c a t e d  throughout  t h e  
system. I n  p a r t i c u l a r ,  the da ta  o b j e c t s  f lawing  through every major 
system. i n t e r f a c e  are i d e n t i f i e d :  t h e s e  s t anda rd  i n t e r f a c e s  are 
a l ready  designed and i n t e r n a t i o n a l l y  agreed  -- t h e  system i n t e r f a c e  
c o n t r o l  documents c o u l d  be w r i t t e n  now! 

Figure-17 embraces t h e  fo l lowing  major d i s t r i b u t e d  elements:  

0 

0 

0 

0 

0 

0 

The NASA core Space S ta t ion .  

Attached modules such as NASA payload f a c i l i t i e s ,  or 
i n t e r n a t i o n a l  elements provided by Canada, FSA and Japan, p l u s  
t h e i r  p o s s i b l e  independent data t ransmiss ion  pa ths  t o  t h e i r  awn 
con t ro l  and  a n a l y s i s  f a c i l i t i e s  i n  t h e  U S ,  E u r o p e  o r  Japan. 

Independent v e h i c l e s  i n  t h e  v i c i n i t y  of t h e  Space S t a t i o n ,  
i n c l u d i n g  Co-Orbi t i n g  P la t f  oms, Ex t raveh icu la r  Maneuvering 
Units ,  Orbi ta l  Maneuvering Vehic les ,  t h e  Space S h u t t l e ,  and 
f r ee - f ly ing  spacecraft, p l u s  t h e i r  p o s s i b l e  independent data 
t ransmission pa ths  t o  t h e i r  awn c o n t r o l  and a n a l y s i s  f a c i l i t i e s  
d i s t r i b u t e d  world-wide. 

Independent Polar  O r b i t i n g  P la t fo rms  i n  d i s t a n t  o r b i t s .  

The N A S A  Tracking and Data Relay S a t e l l i t e  System, p l u s  i t s  
White Sands ground terminal, which provides  a primary "data 
t runk" in t e rconnec t ion  between t h e  elements  of the  on-orb i t  
c o n s t e l l a t i o n  and t h e i r  complementary systems on Ear th .  

Mission Control f ac i l i t i e s ,  assumed t o  be l o c a t e d  i n  t h e  U S ,  
Europe and Japan,  which provide o v e r a l l  support t o  each of t h e  
major Space S t a t i o n  o r b i t i n g  elements. 
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o Global ly  d i s t r i b u t e d  payload data process ing  f ac i l i t i e s ,  user 
home f a c i l i t i e s  and data archives ,  which s e r v i c e  s c i e n t i f i c  and 
a p p l i c a t i o n s  users. 

o Terrestr ia l  communications networks and s a t e l l i t e  t runks  which 
i n t e r c o n n e c t  the ground fac i l i t i es .  

4.2.1 TEE NASA SPACE STATION. 

The i n t e r n a l  data handl ing a r c h i t e c t u r e  of the Space S t a t i o n  
conforms t o  the basic a r c h i t e c t u r a l  bu i ld ing  block, which i s  
r e c u r s i v e l y  r e p l i c a t e d  throughout t h e  e n t i r e  SSDS. 

Large numbers of l o w  or medium data rate payload or eng inee r ing  
subsystem AP's are  connected t o  an onboard LAN v i a  a system-provided 
N e t w o r k  I n t e r f a c e  Unit  ( N I U ) ,  or  v i a  the o p e r a t i n g  system s e r v i c e s  
of an on-board data processor  which supports payload ope ra t ions .  
I n  view of t h e  wide v a r i e t y  of onboard data communications 
requirements ,  it is possible t h a t  i n s t e a d  of there being only "one" 
onboard LAN, i t  may conceivably t u r n  o u t  t o  be a confederated 
c o l l e c t i o n  of in te rconnec ted  networks. The CCSDS Source P a c k e t  is  
the s t anda rd  d a t a  s t r u c t u r e  which c r o s s e s  the payload or subsystem 
i n t e r f a c e :  u se r  messages which conform t o  t h i s  s t anda rd  are  called 
"packet ized  data" w i t h i n  t h i s  report .  

A p r e c i s e  t iming  source  onboard t h e  Space S t a t i o n  (d r iven  by an 
atomic clock) g e n e r a t e s  and d i s t r i b u t e s  accurate Universa l  Time t o  
a l l  payloads and subsystems. The Time d i s t r i b u t i o n  system w i l l  
ex t end  i n t o  t h e  attached elements provided by other sponsor s  or 
agencies .  Those subsystems or payloads r e q u i r i n g  value-added data 
handl ing  s e r v i c e s  such  a s  s o r t i n g  and merging of data w i l l  i n s e r t  a 
s t a n d a r d  Space S t a t i o n  t i m e  code i n t o  t h e  Secondary Header of each 
Source Packet.  The format of t h i s  code w i l l  be compatible w i t h  t h e  
CCSDS Time Code Recommendation (Reference [81)  

High rate payloads (e.g. S A R I S ,  m u l t i  spectral scanne r s )  w i l l  
provide t h e i r  own L i n k  Con t ro l l e r  f u n c t i o n s  by fo rma t t ing  t h e i r  
packe t i zed  imaging data d i r e c t l y  i n t o  CCSDS Transfer  Frames, which  
w i l l  be placed d i r e c t l y  i n t o  the high rate Frame swi tch ing  system 
f o r  i n s e r t i o n  i n t o  t h e  downlink stream. These payloads can a l s o  
exchange low-rate Source Packets v i a  the LAN. 

Low ra te  Audio (vo ice )  data are packet ized  and t r a n s m i t t e d  d i g i t a l l y  
t o  and from the Space S t a t i o n ,  and d i s t r i b u t e d  t o  local onboard 
audio  loops d i r e c t l y  or v i a  the  LAN. Prel iminary a n a l y s i s  by t h e  
NASA Phase-B c o n t r a c t o r s  i n d i c a t e s  t h a t  the de lays  in t roduced  by 
m u l t i p l e x i n g  these Audio Packets w i t h  o ther  low o r  medium r a t e  
packe t i zed  d a t a  are  a n t i c i p a t e d  t o  be n e g l i g i b l e .  Otherwise, t h e  
packe t i zed  Audio data could be i n s e r t e d  i n t o  t h e  synchronous " s t a tus  
i n s e r t "  zone of Frames on c e r t a i n  V i r t u a l  Channels. 

High ra te  Video (TV) d a t a  are t r a n s m i t t e d  d i g i t a l l y  between 
elements,  b u t  are converted onboard t o  ana log  form f o r  d i s t r i b u t i o n  
v i a  a n a l o g  Video Loops. During t ransmiss ion ,  t h e  Video data a r e  
packe t i zed  ( t o  f a c i l i t a t e  t r a n s p a r e n t  s e l e c t i o n  of m u l t i p l e  

Green Book, Issue-1 PAGE 4-7 October 1985 



I SPACE STATION: APPLICATION OF CCSDS RECO-NDATIONS 
. 

r e s o l u t i o n  opt ions  or compression r a t io s )  and fo rma t t ed  i n t o  t h e i r  
awn Trans fe r  Frames on c e r t a i n  V i r t u a l  Channels, which are handled 
by s e p a r a t e  Video Link Con t ro l l e r s .  

Uplink and downlink Link C o n t r o l l e r s  allow the LAN t o  communicate 
wi th  t h e  o u t s i d e  world,  by swi tch ing  the  packet ized  user data i n  and 
out  of t h e  standard data l i n k  s t ruc tu re  ( t h e  CCSDS Telemetry 
Transfer  Frame) which  is  used on each V i r t u a l  Channel. The Link 
C o n t r o l l e r s  perform Reed-Solomon encoding o r  decoding i n  o rde r  t o  
suppor t  d i f f e r e n t  grades of s e rv i ce .  Ce r t a in  " A m "  c o n t r o l l e r s  a l s o  
implement t h e  c losed  l o o p  r e t r ansmiss ion  p ro toco l  required t o  
provide G r a d e 1  se rv ice .  T h i s  is  accomplished by using t h e  CCSDS 
Command Operation Procedure l o g i c ,  w i t h  t h e  s tandard p ro toco l  data 
elements  i n s e r t e d  i n t o  t h e  Transfer  Frame headers and t r a i l e r s .  

The o u t p u t s  of t h e  downlink Link C o n t r o l l e r s  are  i n d i v i d u a l ,  
asynchronous CCSDS Transfer  Frames, each as s igned  t o  a par t icu lar  
V i r t u a l  Channel and e i t h e r  uncoded or  appended w i t h  a Reed-Solomon 
p a r i t y  f i e l d .  These Transfer  Frames are i n t e r f a c e d  w i t h  t h e  Channel 
Concen t r a to r s  v i a  a very high rate onboard swi tch ing  system (which 
may be implemented as  a high speed network, or a set of point-to- 
p o i n t  l i n k s )  . The upl ink  Link C o n t r o l l e r s  r e c e i v e  asynchronous 
coded or uncoded Transfer  Frames from the  Channel Deconcent ra tors  
v i a  t h i s  switching system. 

The Channel Concentrators  and Deconcent ra tors  swi tch  Trans fe r  Frames 
synchronously i n  and out  of the  data "s lo ts"  which are c r e a t e d  by 
use of the CCSDS Frames on t h e  TDRSS uplink/downlink channels.  The 
Concent ra tors  rece ive  asynchronous f ixed- length  i n p u t  Frame data 
s t ruc tures  from the  downlink Link C o n t r o l l e r s  which, depending on 
the grade of t r a n s f e r  s e r v i c e  required by the  user data, may or no t  
c o n t a i n  Reed-Solomon p a r i t y  b i t s  i n  t h e i r  t r a i l i n g  f i e l d .  The 
Concent ra tors  synchronously i n s e r t  these Frames i n t o  t h e  
uplink/downlink s l o t s ,  and pass t h e  s e r i a l  stream t o  t h e  RF Terminus 
equipment fo r  dawnlinking v i a  a TDRS. 

A "data l i n k  manager" f u n c t i o n  must be implemented w i t h i n  t h e  
onboard system, which provides  c o n t r o l  i n p u t s  t o  a l l  of t he  o t h e r  
func t ions .  T h i s  i s  not  shown on t h e  diagram i n  order  t o  reduce 
complexity, b u t  i t s  j o b  i s  t o  direct  a l l  of t h e  onboard data  
schedu l ing  and f low c o n t r o l ,  i nc lud ing  t h e  assignment of user data 
t o  specif ic  V i r t u a l  Channels, t he  swi tch ing  of f rames from each 
V i r t u a l  Channel t o  or from t h e  a p p r o p r i a t e  Channel Concent ra tor ,  
Channel Deconcentrator, or S torage  Device. The S to rage  Devices 
provide bu f fe r ing  when t h e  user data rates exceed t h e  downlink 
t r ansmiss ion  capaci ty .  I n  t h e  i n i t i a l  phases of Space S t a t i o n  
ope ra t ions ,  it i s  probable  t h a t  t h e  data l i n k  manager w i l l  ope ra t e  
i n  a deterministic manner, by e s t a b l i s h i n g  a f i x e d  sequence of 
Transfer  Frames on t h e  upl ink  and downlink channels,  and a s s i g n i n g  
u s e r  data t o  t h e  f i x e d  sequence of V i r t u a l  Channels i n  a 
predetermined manner . As t h e  Space S t a t i o n  m a t u r e s ,  t h e  l i n k  
manager w i l l  become smarter and more adap t ive .  
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If t h e  incoming Frame ra te  from a l l  of the downlink Link C o n t r o l l e r s  
is  less  than  t h e  outgoing channel capac i ty ,  the  Concentrator  creates 
fill Frames and i n s e r t s  them i n t o  the  a p p r o p r i a t e  s l o t s  t o  p r e s e r v e  
synchronism. F i l l  Frames are  discarded by the Deconcent ra tors  a t  
the  o the r  end of the channel. If t h e  incoming Frame ra te  from t h e  
downlink C o n t r o l l e r s  exceeds t h e  channel capac i ty ,  Frames are  
buffered u n t i l  t ransmiss ion  capac i ty  becomes a v a i l a b l e :  however, 
t h e  Concent ra tors  only have l imi ted  storage c a p a b i l i t y  s i n c e  they 
r e l y  on the data  l i n k  manager f u n c t i o n  t o  d i rec t  t r a f f i c  flow. 
Sus t a ined  over-capacity input  demand w i l l  r e s u l t  i n  t h e  Concent ra tor  
d i s c a r d i n g  t h e  lowes t -p r io r i ty  Frames and a l e r t i n g  the  data l i n k  
ma na ge r . 
The Deconcent ra tors  r e c e i v e  a s e r i a l  s t r eam of Trans fe r  Frames from 
t h e  TDRSS v i a  RF terminus equipnent, s e p a r a t e  them i n t o  V i r t u a l  
Channels, and p l a c e  them on t h e  high rate swi tch ing  system for  
asynchronous rou t ing  t o  the proper upl ink  Link Con t ro l l e r .  

Most of the h igh  rate payload and Video data w i l l  be placed on t h e  
TDRSS K-band channel S. Critical low-rate data used  for  core or 
a t t a c h e d  element mission cont ro l  w i l l  probably be p laced  on t h e i r  
separate S-band channel,  A l l  data channels  are cont inuous ly  
o p e r a t e d  a t  maximum rate, i n  order  t o  avoid  outages  caused by t h e  
losses of synchroniza t ion  introduced by date rate changes. 

4.2.2 ATTACEKD PAYLOAD FACILITIES AND IBTERNATIOBIAL ELBclglWS. 

The core Space S t a t i o n  w i l l  be modularly expanded by a t t a c h i n g  
payload f ac i l i t i e s  and elements provided by i n t e r n a t i o n a l  p a r t n e r  
agencies .  The f u n c t i o n a l  design diagram shows only one such  
attached element ( t o  maintain simplicity) , but t h e  basic 
c o n f i g u r a t i o n  w i l l  be r e p l i c a t e d  for  each module provided by Canada, 
ESA, Japan or another  payload sponsor. 

The i n t e r n a l  data handl ing architecture of the attached modules 
conforms t o  the basic bu i ld ing  block. Clusters of low or medium 
rate a p p l i c a t i o n  processes are i n t e r c o n n e c t e d  v i a  a LAN. The module 
LAN is connected t o  the NASA Space S t a t i o n  LAN by a LAN Gateway, 
which allows the exchange of packet ized user data, i n c l u d i n g  audio.  
The CCSDS Source P a c k e t  is the  s t anda rd  data s t r u c t u r e  which crosses 
t h e  i n t e r f a c e  between subsystems or payloads w i t h i n  the  a t tached  
modules. 

The modules may u t i l i z e  the s e r v i c e s  of the NASA Space S t a t i o n  i n  
order  t o  t r ansmi t  packet ized  data t o  and from the ground v i a  a TDRS, 
or they may (e.g. ESA and Japanese e lements )  c o n t a i n  their  own Link 
C o n t r o l l e r s ,  Channel Concentrators  and Deconcentrators ,  and RF 
te rminus  equipment which permit them t o  communicate d i r e c t l y  w i t h  
their home Agency v i a  t h e i r  awn Data Relay Sa te l l i t e s  ( D R S ' s ) .  

Video data may be exchanged by connect ing  i n t o  t h e  NASA Space 
S t a t i o n  ana log  d i s t r i b u t i o n  loops,  or may be handled independent ly  
by sending  them d i g i t a l l y  through the D R S ' s  (which a l s o  provide  
b a c k u p  pa ths  f o r  NASA Video da ta) .  
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High rate payloads packe t i ze  t h e i r  data and i n s e r t  them i n t o  t h e i r  
own CCSDS Transfer Frames f o r  t ransmiss ion  d i r e c t l y  t o  Europe or 
J apan  v i a  independent Channel Concent ra tors  and the  D R S ' s ,  o r  may 
i n t e r f a c e  these Frames wi th  t h e  NASA very  high ra te  swi tch ing  system 
f o r  t ransmiss ion  v i a  TDRSS. 

4-2.3 INTERFACES WITE UNATTACHED FLIGHT ELEHENTS. 

C l u s t e r e d  around t h e  Space S t a t i o n  w i l l  be a number of una t tached  
co- or b i  ti ng e l  ement s. These w i l l  communicate wi th  t h e  S t a t i o n  v i a  
space-to-space d a t a  l i n k s .  Some of these elements (e. g. f r e e -  
f l y e r s  which a re  perhaps only t r a n s i e n t l y  involved wi th  t h e  S t a t i o n  
f o r  t he  purpose of cons t ruc t ion ,  s e r v i c i n g  or r e p a i r )  w i l l  a l s o  
communicate d i r e c t l y  with t h e i r  own dedicated ground s u p p o r t  
systems, using networks of convent ional  ground s t a t i o n s  or t h e  
TDRSS. The unmanned Co-Orbiting P la t form may have i ts  own dedicated 
l i n k  v i a  TDRSS, o r  may communicate v i a  t h e  Space S t a t i o n .  

Each unattached element w i l l  have its own R F  Terminus on t h e  Space 
S t a t i o n .  A set of dedicated Link C o n t r o l l e r s  w i l l  be a s s i g n e d  t o  
each terminus. Each una t tached  element w i l l  create a downlink 
data stream t h a t  c o n s i s t s  of s t anda rd  CCSDS Telemetry Transfer  
Frames conta in ing  packe t i zed  user data. P a c k e t s  may be e x t r a c t e d  
f r m  t h e s e  Frames by the  downlink Link C o n t r o l l e r  f o r  r o u t i n g  t o  t h e  
Space S t a t i o n  LAN, or t h e  Frames may be d i r e c t l y  placed on t h e  
onboard high r a t e  swi tch ing  system f o r  c o n c e n t r a t i o n  i n t o  t h e  TDRSS 
downlink stream and r e l a y  t o  t h e  ground. ( I f  t h e  l a t t e r  op t ion  is 
selected, the  unat tached element w i l l  i n s e r t  t he  s t anda rd  Space 
S t a t i o n  secondary header i n t o  each Frame. ) 

C e r t a i n  f r e e - f l y e r s  w i l l  have command systems which conform f u l l y  t o  
a l l  l a y e r s  of the CCSDS Telecommand (TC) Recommendations (References 
t 5  16 ,711 To handle these  s p a c e c r a f t ,  which u s e  t h e  CCSDS TC 
Channel Coding and TC Trans fe r  Frame formats,  c e r t a i n  upl ink  Link 
C o n t r o l l e r s  w i l l  con ta in  pro tocol  conve r to r s  which gene ra t e  t h e  TC 
Frames and TC Codeblocks, and handle  t h e  l o c a l  ARQ data l i n k  
r e t r ansmiss ion  protocol .  During the t r a n s i t i o n  pe r iod  t o  a f u l l y  
s t a n d a r d i z e d  SSDS, o the r  v e h i c l e s  (e.g. t h e  STS) may have non 
s t anda rd  onboard systems which require special gateway equipment i n  
order t o  perform t h e  format convers ions  required t o  i n t e r f a c e  them 
w i t h  the  s tandard  S t a t i o n  systems. 

4-2.4 TDRSS AND THE WHITE SANDS GROUND TERIIINAL. 

The White Sands Ground Terminal w i l l  be a major swi tch ing  c e n t e r  
f o r  NASA Space S t a t i o n  opera t ions .  The basic i n t e r n a l  a r c h i t e c t u r e  
of t h e  terminal  w i l l  be r e p l i c a t e d  when t h e  European and Japanese  
Data Relay S a t e l l i t e s  become o p e r a t i o n a l :  t h e s e  DRS terminals are 
not  shown i n  order t o  s impl i fy  the  diagram, b u t  they w i l l  p rovide  
impor tan t  p a r a l l e l  and backup p a t h s  f o r  NASA data t ransmission.  
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The key t o  conta in ing  the complexity of the ground t e r m i n a l ' s  t a s k  
is t h e  use  of paral le l  processing, enabled by the V i r t u a l  Channel 
f a c i l i t y  i n  the  CCSDS Telemet ry  Transfer  Frame. The concept of 
mu l t ip l ex ing  t h e  se r ia l  300-Mb/s TDRSS data stream i n t o  multiple 
V i r t u a l  Channels allows t h e  h igh  ra te  front-end data  handl ing  t a s k  
t o  be immediately s p l i t  i n t o  many lawer rate paral le l  processes .  
Process ing- in tens ive  f u n c t i o n s  ( s u c h  a s  Reed-Solomon decoding) can  
therefore  be performed a t  data rates which are w e l l  w i t h i n  t h e  
capabi l i t i es  of e x i s t i n g  technology. T h i s  c a p a b i l i t y  t o  stream 
s p l i t  and route us ing  s imple  ground terminal hardware is immensely 
important  t o  the des ign  of t h e  SSDS. 

The diagram shows a r e p r e s e n t a t i v e  cluster of RF Terminus equipnent ,  
Channel Concent ra tors  and D e c o n c e n t r a t o r ~ ~  and Link C o n t r o l l e r s .  
The c luster  chosen i s  shown pr imar i ly  s e r v i c i n g  t h e  Mission Control  
Centers ,  bu t  similar c l u s t e r s  s e r v i c e  t h e  i n t e r f a c e s  w i t h  o t h e r  
remote fac i l i t i es .  The incoming downlink p i p e l i n e  of h igh  rate 
s e r i a l  Frames is  sorted by t h e  Deconcentrators  (according t o  t h e i r  
Spacecraft and V i r t u a l  Channel  I D ' S )  i n t o  the a p p r o p r i a t e  lower rate 
Link Con t ro l l e r s .  The Link C o n t r o l l e r s  perform Packet e x t r a c t i o n  
and assemble P a c k e t s  (or f i l e s  of P a c k e t s )  i n t o  S tandard  Formatted 
Data Uni t s ,  which are relayed t o  t h e  data process ing  c e n t e r  v i a  
communi ca ti ons ne t w  or k s  . SFDU' s con ta in ing  packe t i zed  upl ink  data 
are r ece ived  fram these networks and routed  t o  Link C o n t r o l l e r s  
associated wi th  t h e  appropr i a t e  V i r t u a l  Channel, where they are 
i n s e r t e d  i n t o  Frames and then Concentrated onto  t h e  upl ink  channel. 

B u l k  data streams such  as m u l t i s p e c t r a l  imaging or SAR can be 
r e a d i l y  s p l i t  off t o  feed dedicated real  t i m e  o n s i t e  h i g h  r a t e  
payload processors ,  or dumped t o  a storage medium f o r  immediate 
cap tu re  and poss ib ly  non-electronic  t r a n s p o r t  t o  t h e  user. 

Some Link C o n t r o l l e r s  on particular upl ink  and downlink V i r t u a l  
Channels execute  a re t ransmiss ion  pro tocol  i n  conce r t  w i t h  the i r  
Space S t a t i o n  c o n t e r p a r t s  i n  order t o  provide Grade-I data t r a n s f e r  
s e r v i c e .  

Gateways are provided t o  route  Frames t o  and from remote payload 
data  process ing  and c o n t r o l  f a c i l i t i e s .  For NASA, f a c i l i t i e s  such 
as  t h e  Customer Data Operat ions System (CDOS) r e c e i v e  t h e i r  data 
d i r e c t l y  v i a  b u l k  DOMSAT t r ans fe r .  ESA and Japanese c e n t e r s  r e c e i v e  
data streams v i a  INTELSAT or other p u b l i c  telecommunications 
c i rcu i t s .  The set of Frames for  a p a r t i c u l a r  cen te r  (selected by 
t h e i r  Spacecraft and V i r t u a l  Channel I D ' S )  a re  re-concentrated i n t o  
a ser ia l  stream f o r  t ransmission:  i f  t h e  DOMSAT or INTELSAT l i n k  i s  
used i n  a circuit-switched mode, t h e  stream of Frames may be used 
d i r e c t l y  on t h e  s a t e l l i t e  transponder wi thout  r e q u i r i n g  any other 
l i n k  pro tocol .  The CCSDS Frame swi tch ing  technique  can a l s o  be used 
as  a Time Div is ion  Mul t ip le  Access p ro toco l  on N A S A ' s  Program 
Suppor t Communi ca ti on N e  t w  or k. 
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4.2-5 HISSION CONTROL CENTERS, 

The Mission Control Centers  conform t o  the arch i tec tura l  b u i l d i n g  
block -- c l u s t e r s  of a p p l i c a t i o n s  in t e rconnec ted  by a LAN. The NASA 
Space S t a t i o n  con t ro l  c e n t e r  is  shown on t h e  diagram, b u t  c e n t e r s  
f o r  o ther  elements a r e  added a s  modules as  required. The c o n t r o l  
c e n t e r s  conta in  a l l  of the a p p l i c a t i o n  p rocesses  required t o  monitor 
or p lan  the  day-to-day f l i g h t  a c t i v i t i e s ,  or t o  suppor t  t h e  f l i g h t  
crew as t h e y  perform this func t ion .  The c o n t r o l  c e n t e r s  are 
connected t o  the ground te rmina l  by a h i g h - r e l i a b i l i t y  o p e r a t i o n a l  
communications network, and t o  payload c e n t e r s  and user f a c i l i t i e s  
v i a  p u b l i c  data  networks. 

4.2.6 PAYLOAD AND USER DATA PROCESSING FACILITIES. 

While  t h e  cont ro l  centers are dedicated t o  the  t a s k  of f l y i n g  t h e  
on-orb i t  elements, t h e  payload data process ing  f a c i l i t i e s  are  t h e  
primary i n t e r f a c e s  w i t h  s c i e n t i f i c  and a p p l i c a t i o n s  users. The 
basic SSDS concept is t h a t  the payload data process ing  f a c i l i t i e s  
s u c h  a s  CDOS provide front-end s e r v i c e s ,  w h i l e  d i s t r i b u t e d  
"Telescience" users perform de ta i l ed  da ta  a n a l y s i s  from t h e i r  home 
f a c i l i t i e s .  

The payload f a c i l i t i e s  r e c e i v e  a concent ra ted  stream of Frames from 
t h e  s a t e l l i t e  l i nks .  T h i s  stream is Deconcentrated i n t o  p a r a l l e l  
V i r t u a l  Channels and f e d  t o  downlink Link C o n t r o l l e r s  f o r  P a c k e t  
Ext rac t ion .  Packets a r e  assembled i n t o  f i l e s ,  encapsu la t ed  w i t h i n  
SFDU's, and placed on t h e  LAN. Non-packetized user data are 
ex t rac ted  by a L i n k  c o n t r o l l e r ,  pre-processed a s  required,  and 
p laced  on t h e  LAN encapsula ted  w i t h i n  SFDU's. User p rocesso r s  or  
u t i l i t y  processors  (e. g. data s o r t i n g  and merging, Level-1 
conversions,  o r b i t  and a t t i t u d e  computation, etc. ) exchange products  
i n  SFDU format v i a  t h e  LAN. The LAN i s  connected t o  remote user 
telescience f a c i l i t i e s  by p u b l i c  d a t a  networks. 

User command data are aggregated by the  payload f a c i l i t y  and are  
e i ther  t r ansmi t t ed  t o  the a p p r o p r i a t e  mission c o n t r o l  f a c i l i t y  f o r  
i n t e g r a t i o n  and upl inking,  or a r e  f e d  t o  Link C o n t r o l l e r s  and 
Concent ra tors  for  r e l a y  back t o  t h e  ground t e rmina l ,  where they are 
i n t e r l e a v e d  on the upl ink channel t o  TDRSS. The degree t o  which 
user commands must be c o n s t r a i n t  checked prior t o  t r ansmiss ion  i s  
not  p r e s e n t l y  c l ea r  and requires  careful study. I t  is, however, a 
t o p i c  of design philosophy f o r  the o v e r a l l  Space S t a t i o n  program: 
t h e  SSDS design described i n  t h i s  Report  is capable  of handl ing  any 
r e q u i r e d  degree of command t ransparency.  
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5 0  OPm ISSUES REQUIRING HORE SIUDYo 

I n  p repa r ing  t h i s  Report, t h e  Space S t a t i o n  Advisory Group compiled 
a list of Open Issues which r equ i r e  more d e t a i l e d  study. Sone issues 
are  i n t e r n a l  t o  t h e  CCSDS and w i l l  be worked a t  upcoming Panel 
meetings. Other i s sues  are more genera l ,  and a r e  l i s t e d  below. A s  
the des ign  of t h e  SSDS evolves and matures  du r ing  Phase-B, many of 
these q u e s t i o n s  w i l l  be answered. The Space S t a t i o n  Advisory Group 
i n v i t e s  t h e  p a r t i c i p a t i o n  of the agenc ie s  and t h e i r  c o n t r a c t o r s  i n  
the i r  r e so lu t ion .  
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GENERAL TECHNICAL ISSUES: 

A good model of t h e  TDRSS data  channel e r r o r  character is t ics  and 
d i s t r i b u t i o n  i s  needed. 

I d e n t i f i c a t i o n  of any "special" Space S t a t i o n  space-to-space 
data l i n k s ,  which cannot use CCSDS Frames, is needed. 

The problems of pro tocol  conversion a t  t h e  gateways w i t h  f ree  
f l y e r s  which don ' t  conform to  CCSDS formats  need t o  be studied. 

The requirements  for emergency s e r v i c e  and emergency data l i n k s  
(both  core and payloads) need t o  be s tudied .  

The exac t  s e r v i c e s  provided a t  t h e  i n t e r n a t i o n a l  cross-support  
gateway p o i n t s  need t o  be spec i f i ed .  

The requirements  f o r  te lemetry ARQ need de ta i led  study. 

The requirements  f o r  a Des t ina t ion  I D  i n  t h e  Source Packe t  need 
s tudy .  

Any requirements  f o r  more than  e i g h t  V i r t u a l  Channels i n  t h e  
Telemetry Transfer  Frame need t o  be s tud ied ,  p l u s  the d e t a i l s  of 
Frame header p ro tec t ion ,  CLCW l o c a t i o n ,  frame count and u s e  of 
t h e  f i r s t  header poin ter  need t o  be worked i n  terms of 
developing a s t anda rd  Secondary Header for Space S t a t i o n .  

The t o p i c  of whether very high rate data should be i n t e g r a t e d  
wi th  lawer rate data d u r i n g  t r ansmiss ion  needs more study. 

The end-to-end commanding f l e x i b i l i t y  provided to  users is  ve ry  
dependent upon t h e  Space S t a t i o n  resource management philosophy. 
Study i s  needed t o  determine whe the r  users w i l l  be able  t o  
" t r a n s p a r e n t l y "  command payloads us ing  a v i r t u a l  c i r c u i t  
approach, or whether a l l  commands m u s t  go th rough  c e n t r a l i z e d  
v a1 ida ti on. A n  o v e r a l l  Space S t a t i o n  command resource  
management concept needs t o  be developed. 
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5.2 

1. 

2. 

3 .  

SPACE STATION: APPLICATION OF CCSDS RE<X)"ENDATIONS 

PROGRAMMATIC ISSUES : 

The Space S t a t i o n  program needs t o  e s t a b l i s h  an o f f i c e  t o  
gene ra t e  and maintain data handl ing s t anda rds  which are 
compatible  w i t h  t h e  CCSDS Recommendations. 

The t o p i c  of s e c u r i t y  and enc ryp t ion  needs more study. A Space 
S t a t i o n  threat  a n a l y s i s  and secu r i ty /p r ivacy  po l i cy  is needed. 
If b u l k  l i n k  enc ryp t ion  i s  imposed, i t s  e f fec ts  on l i n k  
performance and channel coding m u s t  be known. The user e f f e c t  
of secure f a c i l i t i e s  on otherwise "open" i n t e r n a t i o n a l  networks 
needs t o  be known. 

A mechanism mus t  be found t o  allow CCSDS Recommendations t o  
pe rco la t e  dawn t o  a l l  subcont rac tors .  
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